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BACKGROUND 

On 28 July 2020, the Ministry of Defence uploaded the second draft of the Defence 

Procurement Procedure 2020 (‘DPP 2020’), now renamed as the „Defence Acquisition 

Procedure 2020‟ (‘DAP 2020’) on its website1, inviting comments and suggestions from 

interested stakeholders and the general public vide MoD ID No. 1 (8)/D(Acq)/19 dated 

27 July 2020.2 

ABOUT THE CENTRE FOR COMMUNICATION GOVERNANCE AT NATIONAL LAW 

UNIVERSITY DELHI 

The Centre for Communication Governance at National Law University Delhi („CCG‟) is 

an academic research centre that seeks to embed good governance within information 

law and policy through rigorous academic research and capacity building. We are the 

only legal academic research centre dedicated to working on information law and policy 

in India, with a focus on issues that arise at the intersection of national security law and 

policy, with existing and emerging technologies – including the domestic and 

international legal regulation of cybersecurity and cyberwarfare. 

We are grateful to the Ministry of Defence for inviting comments and suggestions from 

all interested stakeholders to participate in the formulation and refinement of India‟s 

Defence Acquisition Policy, and giving us the opportunity to contribute to this critical 

discussion in our capacity as legal academics.  

RESEARCH AND METHODOLOGY 

We are also grateful to the Society of Indian Defence Manufacturers - Confederation of 

Indian Industry (SIDM), the Federation of Indian Chambers of Commerce and Industry 

(FICCI) and the Associated Chambers of Commerce and Industry (ASSOCHAM) along 

with MitKat Advisory Services at INFOSEC 2019 for including members of CCG in 

various conferences and discussion events meant primarily for industry members 

throughout 2019 - 2020. The generous inclusion and accommodation of members of 

academia in these conferences, including DEFCOM 2019, the Homeland Security 

                                                 
1
 Government of India, Ministry of Defence, https://mod.gov.in/dod/sites/default/files/Amend270720_0.pdf. 

2
 Government of India, Ministry of Defence, Press Information Bureau, “Second Draft of the Defence 

Procurement Procedure”, https://pib.gov.in/PressReleasePage.aspx?PRID=1641774. 

https://mod.gov.in/dod/sites/default/files/Amend270720_0.pdf
https://pib.gov.in/PressReleasePage.aspx?PRID=1641774
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Summit among many others gave us the opportunity to gain deep insights into the 

practical requirements and expectations of the private sector in the realm of cyber and 

national security.  

Through these interactions combined with a rigorous academic methodology to study 

laws, policies, rules and principles, we have been able to identify certain points of 

tension in the governance of cybersecurity in India from an acquisition perspective. This 

brief is a product of these practical and doctrinal research endeavours.  

OBJECTIVES 

Through this submission, we seek to: 

(1) Highlight certain points in law and procedure to refine the DAP 2020 and facilitate 

the building of a more robust regulatory framework for defence acquisitions that 

contribute to the building of an Aatmanirbhar Bharat (self-reliant India).  

(2) Present certain legal tools and frameworks that remain at the Ministry‟s disposal in 

this endeavour geared towards a thorough preparation for the defence of India, in 

tandem with the envisioned goal of the National Cybersecurity Strategy 2020-20253 

[currently being formulated by the office of the National Cybersecurity Coordinator 

(„NCSC‟)] to build a cyber secure nation.  

Other than this broader objective of formulating a clear, coherent and comprehensive 

policy for acquisition of critical technologies to strengthen India‟s national security 

posture, we intend to contribute meaningfully to the building of legal frameworks that 

enable enhancing the state of cybersecurity in India generally, and the defence 

establishment and defence industrial base ecosystem specifically. 

We hope these comments will be the beginning of a discussion on this critically 

important, yet under-studied domain that fuels and sustains India‟s national security 

goals and aspirations. 

                                                 
3
 Government of India, National Security Council Secretariat, “National Cyber Security Strategy 2020”, 

https://ncss2020.nic.in/. 

https://ncss2020.nic.in/
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EXECUTIVE SUMMARY 

CCG‟s Comments on the Draft Defence Acquisition Procedure 2020 („DAP‟) are divided 

into five main parts.  

Part I introduces the scope and ambit of this document. These comments are not a 

granular evaluation of the merits and demerits of every step to be followed in various 

categories of defence acquisitions. Here, we broadly trace the evolution of the structure, 

objectives and salient features of India‟s defence procurement and acquisition policies 

in recent years.  

In order to leverage the in-house domain expertise at CCG, we restrict the scope of 

our comments to those features of the DAP that are most closely related with, or 

have implications for the cybersecurity of the defence establishment.  

We note the omission of Chapter X on „Simplified Capital Expenditure Procedure‟ from 

the text of the draft DAP document as a serious error that ought to be rectified at the 

earliest opportunity. 

Part II deals with the cybersecurity and information security in the acquisitions process 

generally, as this is a concern that must be addressed irrespective of the procedural 

categorisation of a particular acquisition. The inherently sensitive and strategic nature of 

defence acquisitions demands that processes and procedures be formulated in a 

manner that prevents any unwarranted leakage of information at premature stages in 

the acquisition process. Herein, we recommend that: 

1. The DAP should carefully distinguish between the terms „information security‟ 

and „cyber security‟, and refrain from using them interchangeably in policy 

documents. 

2. Demand for a full disclosure of the history of cyber-attacks, breaches and 

incidents suffered by the vendor company (and related corporate entities) prior to 

the signing of the acquisition contract. This should be supplemented with a good 

faith disclosure of incidents where the cyber infrastructure or assets of the vendor 

company may have been used, with or without proper authorization, in the 
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conduct of a cyber breach or other incident including attacks or exploits or other 

violations of digital privacy and human rights. 

3. Designation of online procurement portals as „Critical Information Infrastructure‟ 

and/or „Protected Systems‟ within the meaning of Sections 70 and 70A of the 

Information Technology Act, 2000. 

Part III of the comments focuses on issues in the acquisition of information and 

communications technologies (ICT) and cyber systems. All suggestions and comments 

included in this Part are aimed towards ensuring that our vision of a self-reliant India 

(Aatmanirbhar Bharat) is also a sustainable one. Key recommendations presented in 

this part include: 

1. Clearly defining the terminologies used with regard to the „cyber domain‟ in 

Chapter VIII, such as ICTs/cyber systems in order to bring more clarity to the 

procurement process, as well the scope and ambit of the DAP document. 

2. In these definitions and classification, distinguishing both „cyber weapons‟ and 

„cyber physical weapons‟ from cyber systems for command and control or 

C4I2SR, as well as „cybersecurity products and services‟, which are essential to 

protect the confidentiality and integrity of sensitive government data across 

various ministries from external threats.  

3. The MoD should clarify the scope and ambit of the DAP and the DPM and the 

extent to which they apply to various categories of IT, ICT and cyber systems. 

4. The defence budget dataset should be re-assessed to evaluate the ratio of 

revenue expenditures to capital expenditure alongside an assessment of the 

contribution of capital expenditures incurred over the years to capital assets 

owned by the armed forces and that portion of capital expenditure that is diverted 

towards maintenance, upkeep and life cycle costs of equipment as per the CBRP 

model. 

Further building on the issues that have been highlighted in the previous sections, Part 

IV delves into the broader legal and Constitutional framework applicable to 

procurements generally, and defence acquisitions specifically. 
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Herein, we propose opening up a discussion on opportunities and challenges in 

strengthening Parliamentary oversight over the defence acquisitions. Given the huge 

sums of public funds that are involved in defence acquisitions, ensuring accountability 

and integrity in these processes is of paramount importance.  

We note that the Defence Acquisition Procedure as well as the Defence Procurement 

Manual are internal guidelines issued by the Ministry of Defence as policy directives to 

be followed as matter of the Executive‟s internal administration and so far, do not enjoy 

legislative backing through an Act of Parliament. Accordingly, this section presents a 

brief overview of current processes and mechanisms in this regard, and recommends 

that: 

1. This defect in the DAP ought to be remedied on a priority basis, drawing on the 

Constitutional authority vested in Parliament pursuant to Article 246 read with 

Schedule VII, List I Entry 1 to enact laws „for the preparation of defence of India‟. 

Part V concludes the major findings and recommendations of this submission.  
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PART I: INTRODUCTION 

MOVING FROM ‘PROCUREMENTS’ TO ‘ACQUISITIONS’ 

At the outset, we wish to express our deepest appreciation for the broadened outlook 

adopted by the Ministry of Defence in renaming the „Defence Procurement Procedure‟ 

as the „Defence Acquisition Procedure‟. While this change in nomenclature may seem 

like a semantic exercise to some, it is imperative to appreciate the distinction between 

procurement and acquisition. 

The two terms are often used interchangeably, although there is a vast difference 

between the two.4 According to the Defense Acquisition University (DAU) of the United 

States‟ Department of Defense (US DoD), procurement is defined as „the act of buying 

goods and services for the government‟, whereas acquisition is defined as:  

“the conceptualization, initiation, design, development, test, 

contracting, production, deployment, integrated product support (IPS), 

modification, and disposal of weapons and other systems, supplies, or 

services (including construction) to satisfy DoD needs, intended for 

use in, or in support of, military missions”.5  

This implies that the process and institutions set up for the „acquisition‟ of defence 

capital must cater to not only defence materiel but also the skills and capabilities of 

available and acquired human resources. Therefore, the creation of processes for 

„acquisition‟ needs to be much broader than the mere purchase, or procurement of 

required equipment for the end user. 

This distinction is especially relevant in cases where acquisition of ICTs/cyber systems 

and other existing and emerging technology is concerned. The skills and capabilities 

component is a major determinant of how effective the procurement of material will be, 

as also the extent to which it can be expected to contribute to the operational 

preparedness of the armed forces, and the time frame within which it can be expected 

to do so. 

                                                 
4
 Laxman Kumar Behera, „Examining the US Defence Acquisition Apparatus: What can India Learn?‟ 

11(4) Journal of Defence Studies, October-December 2017 pp. 73-92 at p. 74. 
5
 Defense Acquisition University, „Glossary of Defense Acquisition Acronyms and Terms‟. 13

th
 ed. 2009, 

http://www.acqnotes.com/Attachments/DAU%20-%2013th_Edition_Glossary.pdf. 

http://www.acqnotes.com/Attachments/DAU%20-%2013th_Edition_Glossary.pdf
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In order to realise India‟s national security goals and aspirations, operational 

preparedness of the armed forces needs to be the short-term goal of designing 

acquisition systems, whereas self-reliance needs to be the longer term objective of this 

process.  

Defence procurement procedures have been designed to achieve four main policy 

goals:  

i. The first goal is to ensure self-reliance in defence material to equip the armed 

forces.  

ii. Second, to ensure operational preparedness of the armed forces by way of 

timely acquisitions of the material required.  

iii. The third is to stimulate economic growth by leveraging the domestic defence 

industrial base.  

iv. A focused approach that materializes the above mentioned three objectives 

would ideally lead to the fourth goal, the realisation of the overall economic 

objective – for India to become a net exporter of defence equipment from 

being a net importer, i.e. a high degree of integration into by upstreaming in 

the global value chain („GVC‟). 

In the context of cyber operations, a new policy goal is added to the already-

complicated matrix. This goal is the preservation of the security and integrity of national 

critical information infrastructure, ensuring information security within Government and 

ensuring network security of our defence establishments. We delve into these particular 

challenges in the next Part of this submission. 

EVOLUTION OF INDIA’S DEFENCE PROCUREMENT PROCEDURES 

The procedures for defence capital procurements were first issued as a set of 

instructions in 1992.6 Since then, there have been several refinements and additions 

based on the feedback from industry stakeholders and the experience of the Ministry of 

Defence („MoD‟) itself, culminating in the formulation of the Defence Procurement 

Procedure in 2006. This was subsequently revised in 2008, 2011, 2013 and 2016. The 

latest iteration of the DAP formulated in 2020 is the lengthiest iteration of 

                                                 
6
 Amit Cowshish, „Defence Procurement Procedure: The Unfinished Agenda‟, Journal of Defence Studies, 

6:3 (2012), 7-18 at 7. 
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procurement/acquisition procedures yet. Several new categories of procurements have 

been introduced, with a view to boosting economic growth and domestic industry as 

spin-off effects of investment in the production and acquisition of defence capital. 

The Defence Procurement Procedure, 2013 consisted of only 5 categories. The salient 

features of DPP 2013 are described in Table 1. 

Table 1: Categories of Domestic and Foreign Defence Procurement under the 

Defence Procurement Procedure, 2013 

Category Development Vendor ToT Remarks 

Make Design develop and 

manufacture in India 

Indian Not specified by 

purchaser 

Indigenous Content 

(IC) >= 30% in 

successful prototype 

Buy 

(Indian) 

Manufactured in India Indian Not specified by 

purchaser 

IC>=30% 

Buy and 

Make 

(Indian) 

Phased Manufacture 

in India 

Indian ToTspecified, 

Vendor free to 

choose partner 

IC>=50% 

Buy and 

Make 

Phased Manufacture 

in India 

Foreign ToT specified, 

Indian ToT 

partner specified 

IC>=Offsets on FE 

component 

Buy 

(Global) 

Commerc

ial or G to 

G 

Need not be 

manufactured in India 

Foreign 

or 

Indian 

No ToT 

specified 

Offsets specified 

IC/Offset for Indian 

vendor (>=50%) and 

Offset for foreign 

vendor >=30% 



 4 

These five categories grew into eight in the 2016 iteration of the DPP. The erstwhile 

procurement categories of „Make‟, „Buy (Indian)‟, „Buy and Make (Indian)‟, „Buy and 

Make‟ and „Buy (Global)‟ of the DPP 2013 were restructured in the 2016 version into 

several new categories (in order of priority): (1) Buy (Indian-IDDM) (Indigenously 

Designed, Developed and Manufactured), (2) Buy (Indian), (3) Buy and Make (Indian), 

(4) Buy and Make and (5) Buy (Global) and (6) Make- I and II, with higher requirements 

for inclusion of indigenous content.7 

We can compare and contrast the specific requirements of categories of procurement 

under the DPP of 2013 with those under the DPP of 2016 to better appreciate the policy 

goals that underpin the procedures/manual/policy and examine which are being 

prioritized in policymaking by the MOD. Salient features of the eight categories of 

procurements under the DPP 2016 are described in Table 2 below. 

Table 2: Categories of Domestic and Foreign Defence Procurement under the 

Defence procurement Procedure, 2016 (as amended up to 30 April 2019) 

Category Development Vendor ToT Indigenous 

content (IC) 

/Offsets 

requirement

s 

Tentative time 

for 

procurement 

process 

Buy 

(Indian-

IDDM) 

Designed, 

developed and 

manufactured in 

India 

India No ToT Products 

must meet 

one of 2 

conditions: 

(1) must be 

indigenously 

designed, 

developed 

and 

74-112 

weeks [+12 

additional 

weeks if 

winter trials 

are required] 

                                                 
7
 Ministry of Defence (2016), „Defence Procurement Procedure 2016‟, Government of India.; See 

Annexure-II for definitions of categories and chart of buying priority. 
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manufacture

d with >= 

40% or (2) 

products 

having IC 

>=60% on 

the basis of 

the total 

contract 

value 

Buy 

(Indian) 

Manufactured in 

India 

Indian Not 

specified 

by 

purchaser 

IC>=40% on 

cost basis of 

total contract 

value 

74-112 

weeks [+12 

additional 

weeks if 

winter trials 

are required] 

Buy and 

Make 

(Indian) 

Initial procurement 

of equipment in 

fully formed (FF) 

state from an 

Indian vendor 

engaged in a tie-up 

with a foreign OEM 

in quantities as 

considered 

necessary followed 

by Phased 

Manufacture in 

India 

Indian ToT 

specified, 

Vendor free 

to choose 

partner 

IC>=50% in 

the Make 

portion of 

the contract 

74-112 

weeks [+12 

additional 

weeks if 

winter trials 

are required] 

Buy and Initial procurement Foreign ToT of Offsets 74-112 
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Make of equipment in FF 

state from  a 

foreign vendor in 

quantities as 

considered 

necessary, 

followed by 

indigenous 

production through 

an Indian 

production Agency 

(PA) followed by 

phased 

Manufacture in 

India 

critical 

technologies 

specified, 

Indian PA 

for ToT 

specified 

specified for 

contracts 

>Rs. 2000 

crores @ 

30% of 

contract cost 

weeks [+12 

additional 

weeks if 

winter trials 

are required] 

Buy 

(Global) 

[Commerc

ial or G to 

G] 

Need not be 

manufactured in 

India, outright 

purchase from 

foreign or Indian 

vendors. G to G 

route may be 

adopted in case of 

foreign vendors. 

Foreign 

or 

Indian 

No ToT 

specified 

Offsets 

specified 

Offsets 

specified for 

contracts 

>Rs. 2000 

crores 

74-112 

weeks [+12 

additional 

weeks if 

winter trials 

are required] 

Make-I Design, develop 

and manufacture in 

India with 90% 

Government 

funding  

Indian  Not 

specified 

by 

purchaser/ 

Govt may 

invoke 

rights over 

Successful 

development 

of prototype 

(with 

IC>=40%) 

will lead to 

acquisition 

Phase-I: 92 

weeks 

 

Phase-II: As 

per DPR 

submitted by 
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IPR of 

prototype 

developed 

under the 

Buy (Indian-

IDDM) 

category. 

Indian 

Development 

Agency (DA) 

Make-II Industry-funded 

design, develop 

and manufacture of 

prototype in India 

primarily for import 

substitution/innovat

ive solutions – no 

Government 

funding 

Indian No Tot 

specified; 

Govt 

reserves 

“March-In 

rights” over 

IPR of 

products 

developed 

under 

some 

circumstan

ces. 

IC/Offset for 

Indian 

vendor 

(>=50%) and 

Offset for 

foreign 

vendor 

>=30% 

69-105 

weeks 

Fast 

Track 

Procedure 

(FTP) 

For expeditious 

procurement for 

urgent operational 

requirements, 

„foreseen as 

imminent during 

war, peacetime or 

crisis situations‟; 

may also be 

applied in cases 

where 

undue/unforeseen 

delay is seen  to be 

adversely 

Indian 

or 

foreign 

No ToT 

specified 

Offset 

obligations 

not 

applicable 

112-169 

days; delivery 

within 3-12 

months from 

date of 

signing 

contract 
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impacting the 

capacity and 

preparedness of 

the regular and 

special forces 

 

These eight categories from 2016 have now swelled to thirteen in 2020, plus two more 

avenues of the „Innovation‟ track to supplement the „Make‟ scheme and a deepening of 

the Strategic Partnership Model in Chapters III and VII respectively. These 15 

categories are, namely: 

(i) Buy (Indian-IDDM) 

(ii) Buy (Indian) 

(iii) Buy and Make (Indian) 

(iv) Buy and Make 

(v) Buy and Make (Global-Manufacture in India) 

(vi) Buy (Global) 

(vii) Make-I 

(viii) Make-II 

(ix) Make-III 

(x) Innovation 

a. iDEX 

b. Technology Development Fund 

c. Indigenous development through internal organisation 

(xi) Acquisition of Systems designed and developed (D&D) by DRDO/DPSU/OFB 

(xii) Fast Track Procedure 

(xiii) Strategic Partnership Model 

(xiv) Lease (Indian) 

(xv) Lease (Global) 
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The creation of a new Innovation Track to encourage the domestic defence industrial 

base through the iDEX initiative and the Technology Development Fund, as well as a 

Make-III procedure are new additions to the DAP. A new „Leasing Model‟ in addition to 

the Fast Track Procedure has also been added to facilitate access to equipment 

urgently required. We discuss certain aspects of this new model in later parts of this 

brief. 

A tabulated summary of various categories of capital acquisition of DAP, 2020 are 

highlighted in Table 3 below. It is relevant to mention that Chapter VIII on 

Acquisition of Systems and ICT is not included in this summary, and will be dealt 

with in subsequent parts of this brief. 

Table 3: Categories of Domestic and Foreign Defence Procurement under the 

draft Defence Acquisition Procedure, 2020 

Category Development Vendor Transfer of 

Technology 

(ToT) and/or 

Intellectual 

Property 

(IP) rights 

Indigenous 

content (IC)* 

/Offsets 

requirements 

Tentative time 

for 

procurement 

process 

Buy 

(Indian-

IDDM) 

Designed, 

developed and 

manufactured 

in India 

Indian No ToT Products must 

be indigenously 

designed, 

developed and 

manufactured 

with >= 50% on 

cost basis of the 

total contract 

price (i.e. 

contract price 

minus taxes and 

duties) 

62-82 weeks 

[+12 additional 

weeks if winter 

trials are 

required] 
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Buy 

(Indian) 

Manufactured 

in India 

Indian Not specified 

by purchaser 

If not designed 

and developed 

indigenously, 

IC>=60% on 

cost basis of 

total contract 

price; if 

designed and 

developed 

indigenously, 

IC>=50% on 

cost basis of 

contract price 

required. 

62-82 weeks 

[+12 additional 

weeks if winter 

trials are 

required] 

Buy and 

Make 

(Indian) 

Initial 

procurement 

of equipment 

in fully formed 

(FF) state from 

an Indian 

vendor 

engaged in a 

tie-up with a 

foreign OEM 

in quantities 

as considered 

necessary 

followed by 

Phased 

Manufacture in 

India. 

Acquisition 

Indian 

vendor, 

may be 

engage

d in a 

tie-up 

with a 

foreign 

OEM 

ToT of 

critical 

technologies 

as per 

specified 

range, depth 

and scope 

from the 

foreign OEM 

to the 

designated 

Production 

Agency (PA).  

Formulation 

ToT 

requirements 

by SHQ with 

pvt/public 

IC>=50% on 

cost basis in the 

Make portion of 

the contract less 

taxes and 

duties. 

62-82 weeks 

[+12 additional 

weeks if winter 

trials are 

required] 
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can also be 

carried out 

without any 

initial 

procurement 

in FF state. 

sector PA. 

Approval by 

AoN 

accepting 

authority, 

which may 

also choose 

to incentivise 

IC over ToT. 

Approval of 

AoN 

accepting 

authority also 

required for 

ToT in 

maintenance 

infrastructure 

(M-ToT) 

Buy and 

Make 

Initial 

procurement 

of equipment 

in FF state 

from  a foreign 

vendor in 

quantities as 

considered 

necessary, 

followed by 

indigenous 

production 

through an 

Indian 

Foreign ToT of 

critical 

technologies 

as per 

specified 

range, depth 

and scope 

from the 

foreign OEM 

to the 

designated 

Production 

Agency (PA).  

Formulation 

IC>=50% on 

cost basis in the 

Make portion of 

the contract; 

Offsets 

specified for 

contracts >Rs. 

2000 crores @ 

30% of contract 

cost 

62-82 weeks 

[+12 additional 

weeks if winter 

trials are 

required] 
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production 

Agency (PA) 

followed by 

phased 

Manufacture in 

India 

 

AoN according 

authority to 

approve apt 

ratio of FF kits, 

Semi-Knocked 

Down kits 

(SKD), 

Completely 

Knocked 

Down kits 

(CKD) and 

Indigenous 

Manufacture 

kits (IM). 

Acquisition 

can be carried 

out even 

without any FF 

kits. 

 

ToT 

requirements 

by SHQ with 

pvt/public 

sector PA. 

Approval by 

AoN 

accepting 

authority, 

which may 

also choose 

to incentivise 

IC over ToT. 

Approval of 

AoN 

accepting 

authority also 

required for 

ToT in 

maintenance 

infrastructure 

(M-ToT) 

Buy 

(Global-

Manufact

ure in 

Outright 

purchase of 

equipment 

from foreign 

vendors, in 

Indian 

and 

foreign 

vendors 

allowed 

No ToT 

specified 

IC >=50% on 

cost basis of the 

base contract 

price / Offsets 

applicable for 

62-82 weeks 

[+12 additional 

weeks if winter 

trials are 
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India) 

 

quantities as 

considered 

necessary, 

with min. IC 

content. 

Envisions that 

manufacturing 

of either the 

entire 

equipment or 

spares/assem

blies/sub-

assemblies/M

aintenance, 

Repair and 

Overhaul 

(MRO) facility 

for the 

equipment, 

through its 

subsidiary in 

India. 

Acquisition 

can be carried 

out even 

without any FF 

kits. 

to 

particip

ate. 

projects over 

Rs. [2000]# 

crore  

#exact figure 

unclear from 

amended Offset 

Guidelines 2020 

dated 30th July 

2020. 

required] 

Buy 

(Global) 

[Commer

cial or G 

to G] 

Need not be 

manufactured 

in India, 

outright 

purchase from 

Foreign 

or 

Indian 

No ToT 

specified 

   

 

IC>=30% if 

Indian vendor; If 

not, discharge 

offsets per 

guidelines, 

62-82 weeks 

[+12 additional 

weeks if winter 

trials are 

required] 
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foreign or 

Indian vendor. 

G 2 G /IGA 

route may be 

adopted in 

case of foreign 

vendors. 

 specified for 

contracts with 

AoN cost >Rs. 

2000 crores. 

Offset 

requirement N/A 

for IGA and 

FMS cases. 

Make-I 

(Govern

ment 

Funded) 

Equipment/sys

tem/sub-

system/assem

bly/sub-

assembly, 

major 

components, 

or upgrades 

thereof to be 

designed, 

developed and 

manufactured 

in India with 

70% MoD 

funding, 

subject to a 

maximum of 

Rs. 250 crores 

per 

Development 

Agency (DA) 

Indian  Not specified 

by 

purchaser, 

but Govt may 

invoke rights 

over IPR of 

prototype 

developed in 

accordance 

with IPR 

policy at 

Appendix J 

to Chapter 

III. 

Ownership of 

all tangible 

assets and 

developed 

prototypes 

vests with 

the MoD. 

These may 

be passed 

on to the 

Successful 

development of 

prototype (with 

IC>=50%) will 

lead to 

acquisition 

under the Buy 

(Indian-IDDM) 

category. 

Phase-I&II: 106 

weeks 

+ Prototype 

development 

and evaluation 

as per DPR + 

Phase-III: 34-54 

weeks [FET till 

contract, as per 

Chapter II] 

 

Total =140-160 

weeks [+12 

additional 

weeks if winter 

trials are 

required] 
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DAs at 

depreciated 

value as per 

the extant 

guidelines of 

the 

Government 

of India.  

 

Make-II 

(Industry 

Funded) 

Industry-

funded design, 

develop and 

manufacture 

of prototype in 

India primarily 

for import 

substitution/in

novative 

solutions – no 

Government 

funding. 

Industry can 

also forward 

proposals suo 

moto under 

iDEx. 

Indian No Tot 

specified; 

Title or 

ownership as 

well as other 

IPRs vested 

in the DA, 

but Govt 

reserves 

“March-In 

rights” over 

IPR of 

products 

developed 

under some 

circumstance

s. 

Successful 

development of 

prototype (with 

IC>=50%) will 

lead to 

acquisition 

under the Buy 

(Indian-IDDM) 

category. 

88-106 weeks + 

34-54 weeks 

[FET till 

contract, as per 

Chapter II] 

 

Total = 122 – 

160 weeks 

Make-III 

 

Not 

designed/deve

loped 

indigenously, 

but can be 

manufactured 

Indian 

firms in 

JV/colla

boratio

n or 

with 

ToT b/w 

Indian DA 

and foreign 

firm 

specified. 

Successful 

development of 

products  under 

Make III will be 

procured under 

the Buy (Indian) 

After accord of 

AoN, similar to 

Make-II. 
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in India as 

import 

substitution for 

product 

support of 

weapon 

systems/equip

ment held in 

the inventory 

of the 

Services. 

Industry can 

forward 

proposals suo 

moto. 

 

ToT 

from 

foreign 

firms 

category with a 

IC >= 60% 

 

Innovatio

n for 

Defence 

Excellenc

e (iDEX) 

 

Projects of 

start-ups, 

MSMEs etc. 

with low 

capital 

investments 

and high 

innovation 

would be 

supported 

through grants 

and pursued 

under the 

iDEX 

category.  

 

Indian – 

„DA‟ in 

this 

context 

refers 

to iDEX 

winners

/fellows

/cases. 

No ToT; IPR 

provisions 

same as 

Make-II 

category. 

Successful 

development of 

prototype will be 

processed 

under the Buy 

(Indian-IDDM) 

category with 

IC>=50% 

 

Suo moto 

industry 

proposals 

received under 

Make-II to be 

evaluated within 

2 months. 



 17 

Technolo

gy 

Develop

ment 

Fund 

(TDF) 

 

Projects 

supported 

through TDF 

of DRDO for 

leveraging the 

domestic 

capabilities 

available with 

Indian 

Industries 

especially 

MSMEs 

including 

Start-ups  

 

Indian No ToT; 

successful 

development 

under this 

scheme 

would result 

in the DAs 

jointly 

owning the 

IPR of the 

technology 

along with 

DRDO. 

Successful 

development of 

prototype will be 

processed 

under the Buy 

(Indian-IDDM) 

category with 

IC>=50% 

 

Not specified, 

but extension of 

timelines may 

be accorded by 

VCDS/VCOAS/

VCNS/DCAS/D

G (ICG), based 

on the 

recommendatio

ns of PFT/nodal 

agency.  

 

Indigenou

s 

Develop

ment by 

Services 

through 

Internal 

Organisat

ion 

 

Products 

developed by 

Army Base 

Workshops, 

Naval 

Dockyards 

and Air Force 

Base Repair 

Depots for „in 

house‟ 

requirements. 

Indian 

(Agenci

es – 

Army 

Base 

worksh

ops, 

Naval 

Dockya

rds and 

Air 

Force 

Base 

Repair 

Depots) 

Where the 

innovation is 

achieved 

within the 

Services, the 

concerned 

personnel/or

ganisation 

may be 

allowed to 

file and hold 

the patent.  

Successful 

development of 

products by the 

Services will 

result in 

procurement 

from these 

agencies under 

“Buy (Indian-

IDDM)” having 

IC >=50% or 

“Buy (Indian)” 

category having 

IC >=60% with 

the approval of 

SPB.  

Not specified, 

but extension of 

timelines may 

be accorded by 

VCDS/VCOAS/

VCNS/DCAS/D

G (ICG), based 

on the 

recommendatio

ns of PFT/nodal 

agency.  
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Acquisitio

n of 

Systems 

designed 

and 

develope

d (D&D) 

by 

DRDO/D

PSU/OFB 

„Spiral 

development 

model‟ 

proposed for 

indigenous 

capacity 

building to 

keep up with 

international 

standards. 

Normall

y, 

DRDO 

to 

nominat

e 

Develo

pment 

cum 

Product

ion 

Partner 

(DcPP) 

/ 

Product

ion 

Agency

- PA.  

 

In case 

of 

DPSU/

OFB 

the 

entire 

D&D 

and 

subseq

uent 

producti

on may 

be 

underta

SHQ to 

identify 

cases for 

D&D by 

DRDO/DPS

U/OFB on 

the basis of 

Operational 

Requirement

s (ORs)/Long 

Term 

Integrated 

Perspective 

Plan 

(LTIPP). 

Prototype shall 

be realized by 

the DcPP(s)/ 

PA(s) in case of 

design by 

DRDO; and by 

DPSU/OFB in 

case no DcPP/ 

PA is engaged 

by them.  

Categorized as 

Buy (Indian-

IDDM); IC 

>=50% 

Not specified, 

but ex-post 

facto accord of 

AoN permissible 

in cases already 

ongoing. 



 19 

ken by 

themsel

ves.  

In 

certain 

cases, 

DPSU/

OFB 

may 

also 

nominat

e a 

DcPP/P

A from 

Indian 

industry  

 

Fast 

Track 

Procedur

e (FTP) 

For 

expeditious 

procurement 

for urgent 

operational 

requirements, 

„foreseen as 

imminent 

during war, 

peacetime or 

crisis 

situations‟; 

may also be 

applied in 

cases where 

Indian 

or 

Foreign 

No ToT 

specified 

IC/Offset 

obligations not 

applicable 

Min 122, max. 

231 days; 

delivery within 

3-12 months 

from date of 

signing contract 



 20 

undue/unfores

een delay is 

seen to be 

adversely 

impacting the 

capacity and 

preparedness 

of the regular 

and special 

forces. Will 

cover 

acquisitions 

under „Buy‟ 

category or 

outright 

purchase. 

 

Acquisitions 

may not 

necessarily be 

part of the 

AAP/SCAP/LT

IPP. 

Strategic 

Partnersh

ip Model  

To encourage 

„Spiral 

development‟ 

of 

technologies, 

and achieve 

self-reliance, 

MoD to enter 

into 

Indian 

entity 

as SP 

with 

upto 

49% 

FDI/in 

tie-up 

with 

ToT scope, 

range and 

depth to be 

specified by 

foreign OEM 

and agreed 

upon with 

Indian SP 

along 

Subsequent 

acquisitions to 

be carried out 

under Buy 

(Indian-IDDM), 

Buy (Indian) or 

Buy and Make 

(Indian) or Make 

categories. 

Not specified. 
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agreement 

with a 

Strategic 

Partner 

company (SP, 

which will play 

the role of a 

systems 

integrator and 

build 

ecosystem in 

domestic 

industry and 

MSMEs, 

facilitate 

faster, more 

significant 

absorption of 

technology, 

training of 

human 

resources 

from 

foreign 

OEM. 

[+possi

bility of 

segmen

t group 

compan

y in 

collabor

ation 

for 

expertis

e in 

particul

ar 

segmen

t] 

w/indigenizat

ion roadmap 

etc. 

Classified 

information 

and 

technology 

transferred 

by the OEM 

will be 

covered by a 

specific 

contract. 

Lease 

(Indian) 

Leasing 

provides 

means to 

possess and 

operate the 

asset without 

owning the 

asset and is 

useful to 

substitute 

Indian 

lessor 

Generally, no 

ToT. Three 

types of 

leases 

envisaged: 

 

(1) Operating 

Lease 

[Dry/Wet/Da

mp leases– 

Not specified, 

but insurance 

and liability 

coverage reqd.  

Not specified 

Lease 

(Global) 

Foreign 

lessor 

Certain specific 

requirements, 

including 

insurance and 

liability as 

important 

Not specified 
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huge initial 

capital outlays 

with periodical 

rental 

payments.  

Preferable in 

cases where 

(1)procuremen

t not feasible 

due to time 

constraint 

(2)asset/capab

ility needed for 

a short period 

of time, and 

would be 

under-utilised 

if procured 

 

(3) fewer 

assets 

needed, but 

cost of 

admin/mainten

ance 

infrastructure 

would be high  

(4) service life 

lease rentals 

better than 

one time 

acquisition 

lessor 

provides 

crew, 

maintenance 

and 

insurance in 

addition to 

equipment in 

wet leases; 

only 

equipment, 

no crew in 

dry leases] 

 

(2)Conveyan

ce lease 

[long lease 

period with 

intention of 

conveying 

ownership 

title in the 

lease] 

 

(3)Specialize

d service 

lease [lessor 

provides 

specialized 

services in 

addition to 

leased 

equipment] 

safeguards in 

the lease 

contract. 
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cost  

(5) gain 

experience 

from 

operational 

exploitation of 

equipment or 

(6) due to 

operational 

necessity 

 

*In case where niche technology based equipment, like in aerospace, with no or 

miniscule availability of desired material in the country, the SHQ may recommend lower 

IC than that stipulated in the category (para 24, p.6) 
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PRELIMINARY OBSERVATIONS ON THE DAP 2020 

1. The entirety of Chapter X on „Simplified Capital Expenditure Procedure‟ is 

missing from the document uploaded to the MoD website and should be made 

publicly available at the earliest opportunity. 

2. While the minimum requirement of indigenous content (IC) has been increased 

across all categories, the proposed timelines in nearly all the categories are 

longer than the timelines envisaged in 2016. Specifically, in the „Buy and Make‟ 

category, it is a matter of concern that the negotiation of a contract with a single 

vendor requires 3x the time duration required to negotiate a multi-vendor 

contract. Additionally, there seems to be a high level of tolerance for 

administrative delays in the acquisition process (see para 135 at p. 60 of the 

DAP 2020). 

3. The introduction of the new „leasing‟ model of acquisitions, although encouraging 

for ensuring ready availability and operational preparedness of troops, is a matter 

of concern from a longer term perspective.  

While we acknowledge that one of the three leasing models envisaged in the 

DAP includes the possibility of finally acquiring the leased equipment at the end 

of the lease, in other cases – where equipment must be returned to the original 

vendor at the end of the leasing period – acquisitions may pose some unique 

concerns around information security of defence operations. 

4. The DAP uses the terms „cyber security‟ and „information security‟ threats 

interchangeably. As such it is important to understand and carefully distinguish 

the two terms for the purpose of better ensuring security and managing the 

acquisition of means to serve that end.  

The international standard, ISO/IEC 27002 (2005), defines information security 

as the preservation of the confidentiality, integrity and availability of information.8 

Whereas, cybersecurity is defined as “collection of tools, policies, security 

concepts, security safeguards, guidelines, risk management approaches, 

actions, training, best practices, assurance and technologies that can be used to 

                                                 
8
 ISO/IEC. ISO/IEC 27002: Code of Practice for Information Security Management 2005. 
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protect the cyber environment and organization and user‟s assets. Organization 

and user‟s assets include connected computing devices, personnel, 

infrastructure, applications, services, telecommunications systems, and the 

totality of transmitted and/or stored information in the cyber environment.”9  

By this definition, we understand information security not as a product or a 

technology, but a process10 and cybersecurity is a more encompassing concept 

that includes the security of cyber systems and the information flows within it.  

5. We can identify three complimentary routes that are built into the acquisition 

procedures to facilitate access to and absorption of new technology in the Indian 

defence ecosystem:  

(1) Offsets 

(2) Transfer of Technology (ToT), and  

(3) rights over intellectual property.  

With an increasingly active role envisaged for the private sector in the DAP, their 

role in negotiating ToT and sharing of IPRs also stands strengthened, especially 

through the Strategic Partnership Model. 

Previously, offsets and Transfers of Technologies (ToT) were the main policy tools 

for the inflow of technological know-how into the defence industry, However, the 

discharge of offset obligations by import partners, however, has left much to be 

desired.  

From 2013 to 2015, 10 offset contracts had been signed amounting to US $1.56 

billion. The contractual offset obligations to be fulfilled by the vendors up to 

                                                 
9
 International Telecommunications Union (ITU). ITU-TX.1205: Series X: Data Networks, Open System 

Communications and Security: Telecommunication Security: Overview of Cybersecurity, 2008. 

https://www.itu.int/rec/T-REC-X.1205-200804-I.  
10

 Mitnick K, Simon W, The Art of Deception: Controlling the Human Element of Security, Wiley Publishing 

(October 2002), p. 4. 

https://www.itu.int/rec/T-REC-X.1205-200804-I
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December, 2015 is US $80.22 million against which offset discharge claims worth 

only US $65.99 million have been reported.11  

Since 2016 (till November 2019), the MoD signed 21 offset contracts with a 

cumulative value of $5.67 billion.12 However, data on actual discharge of offset 

obligations has not been made available publicly. Earlier research conducted by 

IDSA13 revealed that our offset policies have had a mixed impact. As a positive 

outcome, they do have an impact on certain kinds of exports.14 But on the negative 

side, most of these exports are comprised of parts and components.15 It also finds 

that the policy has not been successful is catalyzing inflows of FDI or technology,16 

and notes the high cost of implementation and monitoring of the discharge of offset 

obligations.17 For the Defence Offset Guidelines, they have recommended that the 

scope of their applicability be expanded to include acquisitions carried out through 

the Inter-Government Agreement/Foreign Military Sales (IGA/FMS) routes as well.18 

Yet, it is notable that India has seen an increase in defence exports each time the 

requirements for defence offsets have been loosened in 2005, 2008 and again in 

2013. This trend was expected to continue in 2016 with the raising of the threshold 

from ₹ 300 crore to ₹ 2,000 crore for projects that require mandatory offset 

obligations.19 In 2017-18, the value of exports by Defence Public Sector Undertaking 

(DPSUs), Ordnance Factories Boards (OFBs) and the private defence industry was 

Rs. 4682 crores.20  

                                                 
11

Parliament of India, Sixteenth Lok Sabha, Unstarred Question no. 2317 (Lok Sabha) on 11 March, 

2016; the figures are subject to audit. 
12

 Parliament of India, Seventeenth Lok Sabha, Unstarred Question No. 677 (Lok Sabha), 20
th
 November 

2019. 
13

 Laxman Kumar Behera, „Indian Defence Offset Policy: An Impact Analysis‟, Journal of Defence 

Studies, Vol. 9, No. 4 October-December 2015, pp. 111-132. 
14

 Ibid. 
15

 Laxman Kumar Behera, „Indian Defence Offset Policy: An Impact Analysis‟, Journal of Defence 

Studies, Vol. 9, No. 4 October-December 2015, pp. 111-132. 
16

 Ibid. 
17

 Laxman Kumar Behera, „Defence Offsets: International Best Practices and Lessons for India‟, Institute 

of Defence Studies and Analyses Monograph Series no. 45, 2015. 
18

 Laxman Kumar Behera, „Refining Draft Defence Offset Guidelines 2020, Institute of Defence Studies 
and Analyses, 8 June 2020, https://idsa.in/policybrief/refining-draft-defence-offset-guidelines-2020-
lkbehera. 
19

Ministry of Defence (2016), ‘Defence Procurement Procedure 2016‟, Government of India. 
20

 Government of India, Ministry of Defence, Defence Exports, https://ddpmod.gov.in/defence-exports. 

https://idsa.in/policybrief/refining-draft-defence-offset-guidelines-2020-lkbehera
https://idsa.in/policybrief/refining-draft-defence-offset-guidelines-2020-lkbehera
https://ddpmod.gov.in/defence-exports
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The funds required to undertake blue-sky research are humongous and the nature of 

the defence industry, be it publicly or privately owned, requires enormous government 

subsidy and support.21 It is a hugely expensive game, and increasingly beyond the 

reach of all but the richest and largest economies.22 Capable militaries are an expensive 

business, and no nation wanting to possess such forces can escape sustained large 

spending, be it to import, or to indigenously develop and produce armaments. 23  

Thus, we can expect that in absence of a collective security arrangement with 

trustworthy allies, access to cutting edge technology from foreign powers will remain an 

enduring challenge for the Indian security establishment. The development of domestic 

technological capacity for innovation and absorption of high technology is the sine qua 

non of modernization of the armed forces. 

                                                 
21

 C D Sahay (ed), India‟s Foreign Policy and National Security Strategy, Vivekananda International 

Foundation 2019, p. 126. 
22

 Ibid at p. 126. 
23

 Ibid at p. 126. 
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PART II: CYBER AND INFORMATION SECURITY IN THE DEFENCE ACQUISITION 

PROCEDURE AND PROCESS 

CCG welcomes the emphasis placed by the Amended Draft Defence Acquisition 

Procedure 2020 (“Draft DAP”) on system products and ICT systems.24  

Any focus on acquiring ICT related goods and systems will naturally also require an 

equal focus on supply chain security, which is becoming critical in an increasingly 

digitizing world.25 Rapid obsolescence is a key feature of modern ICT technologies 

generally, and emerges as a major challenge in this domain as upgrades are required 

more frequently than before.  

We have identified three ways in which cyber and information security of the 

acquisitions process is ensured in the DAP, and suggest avenues to strengthen these 

measures.  

A. CYBER SECURITY THROUGH INFORMATION SECURITY STANDARDS IN THE 

SUPPLY CHAIN 

The DAP is cognizant of these issues, particularly in Chapter VIII which pertains to 

acquisition of systems products and ICT services26 and sets up opportunities for 

technical evaluation by experts and oversight committees to evaluate satisfaction of 

essential parameters and qualitative requirements and also refine the process of 

formulation of Services Qualitative Requirements (SQRs) in a clear, coherent and 

realistic manner. 

For instance at para 4 in Chapter VIII, titled “Preliminary Planning”, the DAP specifies 

that the chosen software development methodology and architecture will invariably 

                                                 
24

 See Chapter VIII, „Amended Draft Defence Acquisition Procedure 2020‟ (Government of India, Ministry 

of Defence 2020). 
25

 Ariel (Eli) Levite, „ICT Supply Chain Integrity: Principles for Governmental and Corporate Policies‟ 

(Carnegie Endowment for International Peace, 4 October 2019) 

<https://carnegieendowment.org/2019/10/04/ict-supply-chain-integrity-principles-for-governmental-and-

corporate-policies-pub-79974> accessed 6 August 2020. 
26

 See Chapter VIII, „Amended Draft Defence Acquisition Procedure 2020‟ (n 1). 
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include “identification of software / system vulnerabilities and mitigation measures to 

ensure security”.27 

Similarly, para 6 of Chapter VIII, titled “Building in Upgradability”, specifies that the 

system and ICT hardware should have modular and layered architecture to enable 

upgrading the hardware at the outer layers.28 Further, anticipating technology 

advancement and countermeasures, it requires that the software be modular to the 

extent feasible for subsequent upgradation as required.29  

‘UPDATES’ AND ‘UPGRADES’ 

The draft DAP in Chapter VIII clearly distinguishes between “upgrade” and “update”. It 

defines “update” as a “modification, correction or addition to the software or 

documentation, including updates and enhancement for Current Products that the 

vendor generally make available to its commercial customers as a part of support and 

maintenance under a vendor support and maintenance agreement without additional 

charge.”30 It also specifies that this definition of “update” excludes “upgrades”.  

While provision of updates to software, applications, etc. by vendors may be a part of 

regular support and maintenance, “upgrades” may not necessarily be so, unless 

specifically included. However, at several places, the draft DAP uses the term 

“upgrades” in the context of support and maintenance of software, giving the impression 

that upgrades are treated as part of the same contract. For instance, in Appendix K to 

Schedule I to Chapter II, i.e., Repair and Maintenance Philosophy, under Para 11 which 

deals with Comprehensive Maintenance Contracts, Para 11(e) specifies as follows:31 

“(e) Software. The Bidder will provide support for maintenance of the 

software(s) during the period of CMC and would include the following: 

                                                 
27

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Chapter VIII- Acquisition of Systems 

Products and ICT services, p. 621, Para 4. 
28

 Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Chapter VIII- Acquisition of Systems 

Products and ICT services, p. 621, Para 6. 
29

 Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Chapter VIII- Acquisition of Systems 

Products and ICT services, p. 621, Para 6. 
30

 Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Chapter VIII- Acquisition of Systems 

Products and ICT services, p. 626, Para 17(d). 
31

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1) p. 234, Para 11(e) (Appendix K to Schedule 

I to Chapter II). 
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(iii) Upgrades, patches, fixes to the OS and the Application software. 

(iv) Back-up and restoration of software, as and when required.” 

This should be clarified, especially with regard to provisions requiring the bidder / 

vendor to undertake active obsolescence management throughout the life cycle of 

equipment “which would include upgradation of systems/ subsystems/ units on 

completion of its fair service life”.32  

Additionally, para 16(a) of Chapter VIII mandates the following: 

“(a) Information Security - In order to ensure mitigation of cyber/ 

information security threats in Systems and ICT procurement, selection 

of with compliance to standards in information and cyber security is 

recommended. Based on project specific requirement, the 

procurement process may focus on selection of trusted firms having 

established and proven credentials/ track record. Information Security 

Guidelines for procurement of ICT components in the projects is 

provided in Appendix „B‟ to aid suitable incorporation in the RFP.”  

Further, Para 16(b) of Chapter VIII mandates that “security checks” need to be 

incorporated from the beginning to end and that the bidder must commit to provide all 

support required to address any security concerns. 

These requirements appropriately indicate the concern with mitigating cyber threats 

through supply chain management. It is commendable that the Draft DAP recommends 

selection of only those vendors that comply with standards in information and cyber 

security. 

B. CYBERSECURITY IN THE SUPPLY CHAIN: ICT SECURITY GUIDELINES 

To address cyber security risks in the defence acquisitions supply chain, there is a need 

for standard cyber security practice frameworks with guidelines on supply chain 

                                                 
32

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1) p. 238, Para 21 (Appendix K to Schedule I 

to Chapter II). 
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management to mitigate the cyber security risks in the supply chain of the network 

components.33  

Appendix B to Chapter VIII lays out certain Information Security Guidelines for 

Procurement of ICT Goods and Services (“ICT Security Guidelines”). The ICT Security 

Guidelines define “malicious code or malware” as a “computer program attached to or a 

section of code and hidden within the software that performs a function unauthorized by 

the OEM‟s published documentation and is intended to damage/conduct detrimental 

activity”.34 It recognizes that a malware‟s function could be either (i) to disrupt the 

functioning of the system at a critical juncture or (ii) provide a backdoor entry for 

leakage of information from the system.35  

The ICT Security Guidelines further acknowledge the cyber threat perspective and call 

for clear guidelines on the cyber / information security threat mitigation approach which 

should address the risks in an implementable and verifiable way.36 Correctly assessing 

that even if an OEM certifies that malware or malicious code is absent in products at the 

time of dispatch they can be introduced at a later stage, the ICT Security Guidelines 

seek to hold the Bidder liable to the MoD to “mitigate the risks due to malicious code 

and security vulnerabilities in all the products supplied by them.”37 They envisage that 

the Bidders will have the requisite related agreements with the OEMs to ensure this kind 

of risk management.38 

The ICT Security Guidelines seek to bolster the security of the procured ICT goods and 

services by: 

                                                 
33

 Om Pal, Vandana Shrivastava and Bashir Alam, „Cybersecurity Risks and Challenegs in Supply Chain‟, 

International Journal of Advanced Research in Computer Science at p. 1, 

https://www.semanticscholar.org/paper/Cyber-Security-Risks-and-Challenges-in-Supply-Chain-Pal-

Srivastava/7bd277878b6df8a9be3b61e6905ef67f4784db27?p2df. 
34

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 634, Para 2. 
35

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 634, Para 2. 
36

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 634, Para 3. 
37

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 634, Para 5. 
38

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 634, Para 5. 

https://www.semanticscholar.org/paper/Cyber-Security-Risks-and-Challenges-in-Supply-Chain-Pal-Srivastava/7bd277878b6df8a9be3b61e6905ef67f4784db27?p2df
https://www.semanticscholar.org/paper/Cyber-Security-Risks-and-Challenges-in-Supply-Chain-Pal-Srivastava/7bd277878b6df8a9be3b61e6905ef67f4784db27?p2df
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(i) Requiring the submission of a Certificate from the Seller to the Buyer 

stating that “all known security issues and malware have been addressed 

in the products including hardware/firmware at the time of supplying the 

hardware/software products”.39  

(ii) Requiring the Seller to submit a document indicating the patch level of the 

system.40 

(iii) Requiring an undertaking from the Seller that in case any security issue 

has not been addressed at the time of supply, it will be whenever the 

solution is available.41 

(iv) Requiring an undertaking from the Seller that it will provide security 

patches and updates to address subsequent vulnerabilities during the 

installation, warranty and support period of the equipment provided OEM 

has not declared end of support for the same.42  

(v) Mandating that, notwithstanding the ICT Security Guidelines, the Bidder 

will be overall responsible for all cyber/information security related aspects 

pertaining to the Systems Projects & ICT goods and services and will be 

the single point of contact for addressing all Cyber/information security 

related issues for the goods and services supplied by the Bidder as part of 

the contract.43  

(vi) Requiring the Bidder to enter into such agreements/contracts with the 

OEMs as may be necessary to ensure that all cyber/information security 

aspects are addressed holistically and comprehensively.44  
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(vii) Requiring the Bidder to provide a list of tests conducted by OEM or an 

accredited certification agency along with list of such test reports for the 

Systems Projects & ICT goods and services provided as part of contract.45 

(viii) Requiring the submission of “Malicious Code Certificate” to be provided by 

the OEMs and the Bidder/Seller.46 

(ix) Identifying critical projects and procurements (which are vital to the 

organization and whose disruption can cause catastrophic failure) so as to 

keep the scope of validation to a manageable level.47 

(x) Shortlist trusted OEMs with clear and verifiable processes in managing 

their suppliers and supply chains, both from quality and cyber security 

threat perspectives.48  

(xi) Requiring the OEM to specify details of the firmware/microcode installed in 

each of the components specified in Para 8.49 (The Draft DAP refers to 

Para 9 instead of Para 8. We assume this is a typographical error and 

have referred to the correct paragraph). 

(xii) Requiring the submission of a certificate stating that “No known security 

issues, Malware, Trojans exist in the software components being 

provided”.50  

(xiii) Requiring a Code Audit Certificate providing details regarding known 

exploit techniques (e.g. like buffer/heap overflow), bugs, backdoors, list of 

components that could not be audited and Third party DLLs used.51  

                                                 
45

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 635, Para 7. 
46

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 635, Para 7. 
47

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 636, Para 9(a). 
48

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 636, Para 9(b). 
49

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT goods and Services, p. 636, Para 9(6). 
50

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT Goods and Services, p. 637, Para 10(f). 
51

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), Information Security Guidelines for 

Procurement of ICT Goods and Services, p. 637, Para 10(g). 



 34 

(xiv) Requiring a “Vulnerability Assessment” by a CERT-In empanelled vendor 

or the information security agencies / deptt. of the respective Services for 

“management information systems, bespoke/customized software and 

enterprise wide solutions”.52 

Certain clarification may be required in the drafting of para 16 (d) of Chapter VIII.  In its 

current form, it is unclear if the stated obligation is incumbent upon the bidder or the 

buyer.  

These measures are welcome and indeed necessary insofar as acquisition of ICT 

systems and systems products are concerned. However, it may be relevant to note that 

this level of scrutiny with regard to the cybersecurity of supply chains can and should be 

made applicable even for acquisition of products / goods / services that are not ICT 

systems or systems products, as understood in the DAP. 

C. CYBER AND INFORMATION SECURITY ACROSS DEFENCE ACQUISITIONS 

The DAP as it stands does seek to ensure a certain level of cyber security for 

acquisitions in areas other than Chapter VIII, i.e., acquisitions of systems products and 

ICT services.  

The format for Requests for Proposal (RFP) in the Draft DAP mandatorily requires 

Bidders to submit a “Malicious Code” Certificate, which is essentially a proforma for the 

Bidder to fill out certifying that the hardware and software being offered as part of the 

contract does not contain “embedded malicious code” that would activate procedures to 

(a) inhibit the desired and designed function of the equipment, (b) cause physical 

damage to the user or the equipment during the exploitation and (c) tap information 

resident or transient in the equipment / networks.53 A breach of this undertaking would 

be considered a breach of the procurement contract in case any physical damage, loss 

of information or intellectual property rights infringements are caused due to activation 

of any such malicious code in embedded software. This provision enables the 

procurement authorities to effectively act as India‟s first line of defence against cyber-
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attacks on the India‟s defence establishment, and a strict enforcement of this clause is 

the sine qua non of building a cyber-secure nation.  

In addition to the malicious code certificate, we recommend that the Government as a 

Buyer of such materiel be explicitly vested with the right to demand certain information 

regarding the cyber maturity and health of the Vendor Company at an appropriate stage 

prior to the signing of the acquisition contract. This includes: 

1. A full disclosure of the history and cyber forensic analysis of cyber-attacks, 

breaches and incidents suffered by the vendor company (and related corporate 

entities), along with  

2. A good faith disclosure of incidents where the cyber infrastructure, assets or ICT 

equipment of the vendor company may have been used, with or without proper 

authorization, in the conduct of a cyber breach or other incident including attacks 

or exploits or other violations of digital privacy and other human rights. 

Basic principles of contract law, enshrined in the Indian Contract Act, 1872 dictate that a 

failure to disclose such critical information when specifically asked would amount to 

misrepresentation, rendering the contract voidable at the option of the Buyer, if such a 

use described in above is discovered at a later point in time.  

We believe that such a request for information from the vendor is also in compliance 

with at least three relevant voluntary, non-binding norms on responsible state behaviour 

in cyberspace articulated in the UNGGE report of 2015.54  
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Beyond cybersecurity, measures to ensure information security in the process of 

acquisitions include elaborate confidentiality obligations such as entering into a Non-

Disclosure Agreement („NDA‟) that has to be signed by all the Bidders.55 These 

confidentiality obligations on the bidder also extend to the “sub-contractors, consultants, 

advisors or the employees engaged by a party with equal force”.56 Any contravention of 

the NDA will entail liability for penal consequences under Section 5 of the Official 

Secrets Act, 1923.57  

Provisions requiring Bidders to provide undertakings that they are not banned / 

debarred / suspended from any business dealings with the Government of India / any 

other government organization, or have any pending investigations against them by the 

MoD, as well as to provide similar undertakings on behalf of their contractor / supplier / 

technology partner, will also be helpful in ensuring a certain level of credibility and 

reliability in the cybersecurity of the supply chain of the particular good / product / 

service being acquired.58  

THIRD PARTY CERTIFICATIONS 

While these measures are necessary, more rigour may be needed to ensure the 

cybersecurity of the supply chain is fool-proof. For instance, while confidentiality 

obligations may restrain Bidders (including their suppliers / contractors / technology 

partners) from voluntarily disclosing confidential data, they certainly cannot ensure 

involuntary disclosure, such as through malicious software in the Bidder or a related 

party‟s own systems that are exploited by third parties. Similarly, the “Malicious Code” 

Certificate, while very much required to make sure that the Bidder takes responsibility to 

ensure that the products and systems offered under the contract are malware-free, does 

                                                                                                                                                             
Para 13(g) - “States should take appropriate measures to protect their critical infrastructure from ICT 

threats, taking into account General Assembly resolution 58/199 on the creation of a global culture of 

cybersecurity and the protection of critical information infrastructures, and other relevant resolutions.” 

Para 13(i) - “States should take reasonable steps to ensure the integrity of the supply chain so that end 

users can have confidence in the security of ICT products. States should seek to prevent the proliferation 

of malicious ICT tools and techniques and the use of harmful hidden functions.” 

Para 13(j) - “States should encourage responsible reporting of ICT vulnerabilities and share associated 

information on available remedies to such vulnerabilities to limit and possibly eliminate potential threats to 

ICTs and ICT-dependent infrastructure.” 
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not ensure that the Bidder or a related party‟s own systems are free of such malware or 

malicious code, which can also compromise the integrity and confidentiality of sensitive 

data. Indeed, it is very much in the MoD‟s interest to ensure that its contractual partners‟ 

organizations are themselves secure from malicious cyber activity. 

Beyond a good faith disclosure discussed above, this can only be done by mandatorily 

requiring a certain level of cybersecurity maturity in all of the MoD‟s contractors. For 

example, the National Cyber Strategy of the United States of America categorically 

states: 

“The United States cannot afford to have sensitive government 

information or systems inadequately secured by contractors. Federal 

contractors provide important services to the United States 

Government and must properly secure the systems through which they 

provide those services. Going forward, the Federal Government will be 

able to assess the security of its data by reviewing contractor risk 

management practices and adequately testing, hunting, sensoring, and 

responding to incidents on contractor systems. Contracts with Federal 

departments and agencies will be drafted to authorize such activities 

for the purpose of improving cybersecurity. Among the acute concerns 

in this area are those contractors within the defense industrial base 

responsible for researching and developing key systems fielded by the 

DOD.”59  

Accordingly, the US has actively focused on enhancing the cybersecurity of companies 

in its supply chains, especially those related to its Department of Defence (“DoD”).60 

The United States Department of Defence has implemented cybersecurity requirements 

without which companies may not be eligible for DoD contracts.61 Having prepared a 

certification model called the “Cybersecurity Maturity Model Certification” (“CMMC”), 

plans are already afoot in the US to float requests for proposals with CMMC 
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requirements in 2021.62 It establishes five levels of security that organisations can meet 

by implementing specified processes and practices and also includes measures to 

assess the extent to which companies have achieved these processes across five 

Maturity Levels.63 Significantly, under this certification system, the maturity level of the 

companies will be assessed by third party auditors.64  

Similarly, the United Kingdom also has a system requiring companies to obtain 

cybersecurity accreditation confirming that their ICT systems embody appropriate 

security to allow their Ministry of Defence information to be stored and processed with 

an acceptable level of risk.65 

These measures can be envisaged in the MoD‟s procurement processes as well. 

Incidence of malicious cyber activity in highly sensitive government systems, evidenced 

by the recent malware discovered in one of India‟s nuclear power plants at 

Kudankulam66, is sufficient reason to increase scrutiny of cyber security of our defence 

industry supply chains as well. 

Currently, the DAP neither prescribes nor requires any cybersecurity maturity 

certification from prospective bidders or companies in their supply chain. Re-assessing 

this and making cybersecurity maturity an eligibility criterion to bid for MoD contracts, 

irrespective of whether the good / service / product is ICT related, could go a long way 

to ensuring overall cybersecurity. 
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D. SUPPLY CHAIN SECURITY THROUGH CYBERSECURITY OF ONLINE 

PROCUREMENT PORTALS 

With the objective of providing a single point access to the information on procurements 

made across various Ministries and Departments67, under Rule 159 of the General 

Financial Rules, 2017 („GFR‟), it is mandatory for all Ministries / Departments of the 

Central Government, their attached and Subordinate Offices and Autonomous 

/Statutory Bodies to publish their tender enquiries, corrigenda thereon and details of bid 

awards on the Central Public Procurement Portal (CPPP).68 Further, Rule 160 of the 

GFR 2017 also requires Ministries/ Departments to receive all bids through e-

procurement portals in respect of all procurements.69 

Accordingly, procurements for the MoD are also carried out through the Defence e-

Procurement Portal (“DeP”) which is designed, developed and hosted by the National 

Informatics Centre.70 The portal is intended as a one-stop shop for free access to 

tenders documents, clarifications and bid submissions.71 As such, it occupies a central 

place in the procurement process, with many sensitive and high value transactions 

being conducted through the portal. It is important to note that relevant ICT procurement 

also takes place through the Government e-Marketplace (“GeM”), a separate 

procurement portal that is managed by the Ministry of Commerce. According to news 

reports, defence procurement is also set to move to the GeM.72  

Although the digitization of processes of procurement through e-procurement portals 

improves efficiency and transparency, it is also important to note that this digitization 

brings inherent cybersecurity risks and exposures that must be mitigated. The shutting 

down of the Karnataka Government‟s online procurement portal after it suffered a cyber-
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attack by hackers, demonstrated the vulnerability of procurement portals like the 

Government e-Marketplace (GeM) to cyber-attacks as well.73 In 2019, the Karnataka 

government‟s e-procurement portal was unauthorizedly accessed through the use of a 

spy tool and money to the tune of ₹ 1.05 crores was diverted to another bank account.74 

The portal was consequently shut down with tenders postponed.75 Soon after, GeM 

announced that it was working on a series of steps to strengthen the public procurement 

portal76, though the precise measures taken, or products deployed to strengthen cyber 

security of the portal remain unclear. 

Malicious cyber incidents such as these against government portals have been on the 

rise. As many as 110 websites belonging to the Central Government and 48 websites 

belonging to the State governments were hacked last year.77 These incidents are 

causes for worry as the consequences need not be limited to purely monetary losses. 

Procurement portals such as the DeP are also conduits and repositories of highly 

confidential data, often pertaining to the technological capabilities of private and public 

entities. If they are not appropriately safeguarded, this kind of sensitive data risks being 

compromised. 

In this regard, it is important to note that the responsibility for ensuring adequate 

cybersecurity for these various procurement portals is currently not centralized. As was 

noted by the report on Cyber Crime, Cyber Security and Right to Privacy by the 

Standing Committee on Information Technology, several ministries/ departments/ 
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agencies including the Ministry of Defence, the Ministry of Home Affairs and Intelligence 

Bureau, Department of Telecommunications, National Disaster Management Authority, 

National Technical Research Organization, National Critical Information Infrastructure 

Protection Centre, the Research and Analysis Wing as well as the Indian Computer 

Emergency Response Team (CERT-In) are responsible for/ have a role in cybersecurity 

in the Indian cyberspace.78   

In order to ensure the security of the e-procurement system, the CVC directed all 

Ministries/Departments/Organizations to have their system certified by the (erstwhile) 

Department of Information Technology.79 Indeed, MeitY has also instituted certain 

procedures to certify the e-procurement software being used by Ministries to ensure the 

cybersecurity of procurements systems.  

As per the explanation to Section 70 of the IT Act, “critical information infrastructure” is 

defined as “the computer resource, the incapacitation or destruction of which, shall have 

debilitating impact on national security, economy, public health or safety”.80 Section 70 

grants the Central Government the power to declare any computer resource which 

directly or indirectly affects the facility of Critical Information Infrastructure, to be a 

protected system.81 Further, Section 70A(1) of the IT Act enables the Central 

Government to designate any organisation of the Government as the national nodal 

agency in respect of Critical Information Infrastructure Protection82, while Section 70A(2) 

prescribes that the national nodal agency so designated shall be responsible for all 

measures including Research and Development relating to protection of Critical 

Information Infrastructure83. 

Accordingly, the Central Government has notified the National Critical Information 

Infrastructure Protection Centre (NCIIPC) as the national nodal agency for critical 
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information infrastructure protection.84 Framing „Guidelines for Protection of Critical 

Information Infrastructure‟, the NCIIPC has identified its mission as taking “all necessary 

measures to facilitate protection of Critical Information Infrastructure, from unauthorized 

access, modification, use, disclosure, disruption, incapacitation or destruction, through 

coherent coordination, synergy and raising information security awareness among all 

stakeholders with a vision to facilitate safe, secure and resilient Information 

Infrastructure for Critical Sectors in the country.”85 Clearly, its function is to enhance 

protection of critical information infrastructure from threats, including those in 

cyberspace.  

The NCIIPC has broadly designated Transportation, Power and Energy, Telecom, 

Government, Banking, Financial Services & Insurance, Strategic and Public Enterprises 

as critical information infrastructure sectors.86 Accordingly, e-government procurement 

portals including the GeM ought to fall under the NCIIPC‟s ambit. 

However, significantly, although the Information Technology (Critical Information 

Infrastructure Protection Centre and Manner of Performing Functions and Duties) Rules, 

2014 confirm that the NCIIPC is the nodal agency for CII, Rule 3(4) carves out CII 

notified by the MoD from the NCIIPC‟s ambit.87 

The NCIIPC has issued several guidelines from time to time including the Guidelines for 

Identification of CII, Rules for Information Security Practices and Procedures for 

Protected Systems, Roles and Responsibilities of CISOs, Guidelines for Protection of 

CII, Evaluating Cyber Security in CII, Standard Operating Procedure: Incident Response 

and the Standard Operating Procedure: Audit of CII / Protected Systems. However, as 

CCG pointed out in its Comments to the National Security Council Secretariat on the 
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National Cyber Security Strategy 2020 (NCSS 2020), responsibility for sectors such as 

defence and intelligence agencies lies with the MoD/DRDO, and not the NCIIPC.88  

In the reply submitted by the Department of Electronics and Information Technology to 

the Standing Committee on Cyber Crime, Cyber Security and the Right to Privacy, it 

noted that the MoD is the nodal agency for cybersecurity incident response in the 

defence sector.89 MoD, IDS (DIARA), formed under the aegis of Headquarters, 

Integrated Defence Staff, (IDS-HQ) is the nodal tri-Services agency at the national level 

to effectively deal with all aspects of Information Assurance and operations.90 It has also 

formed the Defence CERT which works closely with CERT-In to ensure perpetual 

availability of defence networks.91 Therefore, it may be pertinent for the MoD to clearly 

demarcate internally which department/agency, including the Defence Cyber Agency, 

bears the burden of ensuring adequate cybersecurity to the MoD‟s procurement portals. 

The following section deals with those aspects of the DAP that relate to the processes 

and procedures for the acquisition of ICTs / cyber systems, especially concerning 

cybersecurity products and services. In accordance with para 7 at page 3 of the DAP, 

the MoD on 9th August 2020 issued a list of 101 weapons and weapons platforms and 

systems that are banned from import w.e.f. December 202092, and can only be procured 

by the Government if production is localised, under the Buy (Indian - IDDM), Buy 
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(Indian), Buy and Make (Indian) (only if Buy quantities are zero) and Buy and Make 

(only if Buy quantities are zero) categories93.  

Notably, this list also includes Ground based mobile ELINT systems as well as 

Electronic Warfare Equipment.94 While the procurement of such equipment will likely 

enhance the level of information security through self-reliance in warfare in the EMS 

(electro-magnetic spectrum) domain, concerns around cybersecurity and ways and 

means to counter State-sponsored hostile activities in the cyber domain remain.  The 

following section highlights certain legal and procedural issues in this regard. 
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PART III: ACQUISITION OF CYBERSECURITY SYSTEMS 

In addition to MoD procedures and guidelines, the Ministry of Electronic and Information 

Technology („MEITY‟) since 2017 has also issued certain guidelines in a series of 

notifications to guide and expedite the process of procurements of cybersecurity 

products. In accordance with para 1 of Appendix B to Chapter VIII, MeitY guidelines and 

notifications are relevant for the MoD as well in the implementation of guidelines for 

information security.  

A. MEITY GUIDELINES: DEFINING CATEGORIES OF ICT AND ‘CYBER SYSTEMS’  

The most important among these is the Public Procurement (Preference to Make in 

India) Order, 201895 for cyber security products. It recognizes cyber security as a 

strategic sector, and mandates that all procuring authorities shall accord preference to 

domestically manufactured/produced cyber security products. The notification was 

issued pursuant to the Public Procurement (Preference to Make in India) Order 201796 

issued by the Department of Industrial Policy and Promotion to promote the 

manufacturing and production of goods and services in India. It is relevant to highlight 

that this order exempts small purchases, i.e. those having value of less than ₹ 5 lakhs 

from the requirements laid down.97  

Similarly, notifications for preferential treatment to be accorded in public procurement to 

locally manufactured cellular mobile phones and other electronic products98 including 

desktop PCs, laptops, tablet PCs, dot matrix printers and smart cards 99 were issued by 
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MeitY and for telecom products, services and works100 by the DoT. 

For definitional purposes, we can also refer to a MeitY notification101 which defines 

„cybersecurity product‟ as a product or appliance or software manufactured/produced for 

the purpose of protecting information, equipment, devices computer, computer 

resource, communication device and information stored therein from unauthorized 

access, use, disclosure, disruption, modification or destruction. We do not find the term 

„cybersecurity product‟ anywhere in the draft DAP. The DAP uses broad terms like „ICT 

equipment and services or „cyber systems‟. 

The terminologies used with regard to the „cyber domain‟ in Chapter VIII need to be 

clearly drawn out in order to bring more clarity to the procurement process. Para 8 of 

the ICT Security Guidelines appended to Chapter VIII provides a distinct demarcation 

for equipment and services that would require cyber and information security threat 

mitigation.102  

This identification of critical projects, equipment and processes is a crucial first step in 

strengthening our cyber defence. However, no definition of „weapons‟ or „weapon 

systems‟ is to be found, neither in the draft DAP, nor in its earlier iterations. However, 

the terms „arms‟103, „firearms‟104, „ammunition‟105 are indeed defined for regulatory 

purposes in the civilian domain under the Arms Act, 1959, which also identifies 

categories of „prohibited arms‟106 and „prohibited ammunition‟107.  

India‟s Defence Procurement Procedure 2016, in its Foreword by the then Defence 

Minister Manohar Parrikar stated that the DPP 2016 seeks to “ensure that best-in-class 
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weapons and equipment are made available to our armed forces at the most 

competitive prices.”108 It claimed that the DPP 2016 would enable the armed forces to 

procure the most advanced weapon systems available in the market”.  

In its current form, the draft DAP nor the Defence Procurement Manual, 2009 do not 

define crucial terms that would clarify its scope and ambit, nor does it make any 

reference to the term „cyber weapons‟. However, the products and services that have 

been colloquially dubbed as „cyber weapons „are neither arms, firearms nor ammunition 

within the conventional meaning of these terms.  

Further, the United States‟ Department of Defense in its 2011 Defense Cyberspace 

Policy Report to congress acknowledged that “there is currently no international 

consensus regarding the definition of a “cyber weapon”.109 It is interesting to note that, 

the term „weapon‟ remains undefined in the US Department of Defense Dictionary of 

Military and Associated Terms as well.110 

Arun Mohan Sukumar, an India scholar offers a working definition of „cyber weapons‟, 

distinguishing them from „cyber physical weapons‟.111 He defines a cyber weapon as 

“any code-based instrument that relies exclusively on digital networks, capable of either 

damaging their integrity or penetrating them to gather sensitive information that would 

be advantageous in a kinetic attack”112. He rightly posits that no two cyber weapons are 

likely to be the same, as they are conceived and deployed for a specific purpose.113  

As it stands, Sukumar‟s definition of cyber weapons appears broad enough to also 

include „vulnerabilities‟, i.e.  feature or a bug in a system or program which enables an 

attacker to bypass security measures114. By their very nature, vulnerabilities are code 

based instruments that are dependent on digitally enabled networks, and are capable of 
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damaging the integrity of the system or software when exploited.  Indeed, for the 

purpose of mounting an offensive cyber operation, whether through malware that seeks 

to exploit (e.g. for commercial gain) or is implanted to gather intelligence (e.g. state-

sponsored espionage), it is essential that the intruder be able to access a system or 

network and identify vulnerabilities in the hardware, software, hardware-software 

interfaces, communication channels, configuration tables, users and/or service 

providers.115 But the „payload‟ or the malicious code programme that performs a 

particular action, once vulnerability has been detected, can take many forms.116 Thus, 

vulnerabilities are features of a program or system that may be weaponised, but they 

are not weapons per se.  

Such vulnerabilities may exist in cyber physical weapons systems too and can be 

exploited to perpetrate attacks to disrupt such systems. Indeed, as we step up the 

procurement of network-connected cyber physical weapons to enable electronic or 

digitalized warfare, we also increase points of vulnerability that could be exploited. 

These vulnerabilities are likely to increase as the means and modes of warfare become 

increasingly digitally dependent – a paradoxical outcome as States move from digitally 

enabled warfare to digitally dependent warfare.117 Therefore, a definition of cyber 

weapons that can be interpreted to include vulnerabilities is not necessarily instructive 

for the purpose of designing procedures to acquire them.  

Sukumar also offers a description of „cyber-physical weapons‟, which are physical 

platforms, partly or fully autonomous, that use computer code, computer algorithms or 

digital networks as a central constitutive element. This term covers a wide range of 
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intelligent technologies, from humanoid robots to unmanned aerial vehicles capable of 

autonomous engagement in theatres of war.”118  

Simply put, a „cyber system‟ is a system that makes use of cyberspace.119 A cyber-

physical system is a cyber-system that controls and responds to physical entities 

through actuators and sensors.120 So while the classification provided in para 8 is 

necessary, it is not sufficient to encapsulate all that is a cyber-system or a cyber-

physical system, and indeed, to identify those that may be vulnerable in cyberspace.   

It is generally easier to list a threat than to describe it, and it is easier to describe a 

threat than to measure it.121 However, it is important to ensure that a cyber threat and/or 

an information security threat is actively listed, described and measured with careful 

planning in the design stage. Procurement of Electronic Warfare Equipment, other 

satellite based communication and intelligence systems are required to strengthen the 

defence122 however, they themselves are prone to risk of attack. Any cyber system or 

cyber-physical system are all susceptible to such attacks.  

The requirement for procurement of cybersecurity products is shared across all 

Ministries and Government Departments to ensure the security and integrity of the 

Government‟s internal communication networks, and the protection of sensitive or 

classified information, extending well beyond just the Ministry of Defence and the armed 

forces. The need to maintain an appropriate level of secrecy in defence acquisitions is 

recognized in the DAP as well. It is therefore important to analyse and distinguish both 

„cyber weapons‟ and „cyber physical weapons‟ as different from cyber systems for 

command and control or C4I2SR, „cybersecurity products and services‟, which are 

essential to protect the confidentiality and integrity of sensitive government data across 

various ministries from external threats.  
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A reference to all three of these categories under the broad rubric of „cyber capabilities‟ 

may pose challenges in distinguishing technologies developed as intended for military 

and civilian use if not clearly specified in each use case. Additionally, a vague reference 

to „cyber capability‟ will make it exceptionally difficult to distinguish between the 

expenditure contributing to the growth of capital assets for the armed forces from the 

operational expenditures incurred in the day-today functioning including human 

resource elements such as expert consultants, maintenance and upkeep of ICT/cyber 

systems (which would ordinarily be classified as revenue expenditure). We delve into 

this issue of revenue expenditure versus capital expenditure in the subsequent section. 

It is relevant to mention that in recent years not only the United States, but also United 

Kingdom and Australia have over time, demonstrated a clear inclination to use the term 

„cyber capabilities‟ and eschewed use of the more colloquial term „cyber weapons‟ 

uniformly across cyber policy and strategy documents.123 The Australian Strategic 

Policy Institute notes that “In the context of cyber operations, having a capability means 

possessing the resources, skills, knowledge, operational concepts and procedures to be 

able to have an effect in cyberspace.”124 Thus, while procurement and acquisition of 

equipment and software are crucial in maintaining a strategic offence-defence balance 

(in cyberspace), it is also important to focus on building capability in terms of human 

resources, skills and knowledge base. These cyber capabilities may then be further 

categorized into offensive, or defensive depending on the function sought to be 

performed by such acquisitions. 

In order to broaden our view of the assets required for effective cyber defences, as 

discussed in Part I of this brief, we must look beyond procurement in the narrow sense 

and expand our understanding to include the acquisition of technical capabilities for the 

„conceptualization, design, development and testing‟ of cyber weapons. This is 

especially important, considering that India‟s ability to access cutting-edge military 

technology developed by other countries is likely to remain restricted. 
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Additionally, “engagement of consultants” is also a welcome step in bridging the cyber 

skills gap and realising that the capability of human resources in the twenty first century, 

especially in the cyber front. There is still an increasing need to train and strengthen the 

Military Engineering Services („MES‟) and Engineering Corps as well as the Defence 

Cyber Agency to internally meet the technical requirements of the nation‟s armed 

forces. However, there are certain implications of relying on consultants that merit 

attention and consideration. 

STRENGTHENING AVAILABILITY OF TECHNICAL EXPERTISE: CAPABILITIES AND SKILLS 

The DAP permits and encourages the engagement of external consultants with required 

technical expertise at various stages in the procurement process. These include the 

preparation of feasibility studies125 and progress monitoring126 in „Make‟ projects by the 

Services Headquarters (SHQ), preparation of preliminary project report (PPR) in cases 

of acquisition of ICT systems127, preparation of detailed project reports (DPRs) for 

Turnkey ICT projects,128 as well as post-Acceptance of Necessity (AoN) activities.129  

The expenditure incurred in the hiring of these consultants is to be met from the 

Revenue Budget.130 The acquisition of capital equipment for the Services will 

necessarily involve an associated expenditure from the Revenue Budget as a 

transactional cost undertaken to mitigate information asymmetries in the buyer-vendor 

relationship. 

The setting up of Technical Evaluation Committees (TEC) for evaluation of technical 

offers131 and Technical Oversight Committees (TOCs) after Field Evaluation Trails 

(FETs)132 also contribute to strengthening the technical assessment of ICT/cyber 

systems being considered for acquisition. In addition to these MoD-specific technical 

evaluations, the Cabinet in February 2020 approved the creation of an empowered 

„Technology Group‟ composed of 12 members, headed by the PM‟s Principal Scientific 

                                                 
125

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 308, Para 13. 
126

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 313, Para 27. 
127

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 622, Para 7. 
128

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 623, Para 12. 
129

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 624, Paras 13-14. 
130

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 622, Para 9. 
131

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 40-41, Paras 54-55 and 59-60.; p. 176, 

Para 47.  
132

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 19, Para 1 and p. 48, Para 90. 



 52 

Advisor. It is mandated “to render timely policy advice on latest technologies; mapping 

of technology and technology products; commercialisation of dual use technologies 

developed in national laboratories and government R&D organisations; developing an 

indigenisation road map for selected key technologies; and selection of appropriate 

R&D programs leading to technology development.” Additionally, it is also expected to 

provide support in procurements of relevant technologies.133 

In the acquisition of ICT and cyber systems as per Chapter VIII, the draft DAP appears 

to adopt the „Cybersecurity as a Service‟ model, exhibiting a preference to rely on the 

Vendor itself generally to ensure adequate level of cybersecurity at the operational level 

to mitigate the cyber skills gap.  

For instance, the ICT Security Guidelines appended to Chapter VIII require the Bidder 

to enter into such agreements/contracts with the Original Equipment Manufacturers 

(OEMs) as may be necessary to ensure that all cyber/information security aspects are 

addressed holistically and comprehensively.134 The Guidelines also mandate that the 

Bidder will be overall responsible for all cyber/information security related aspects 

pertaining to the Systems Projects & ICT goods and services and will be the single point 

of contact for addressing all Cyber/information security related issues for the goods and 

services supplied by the Bidder as part of the contract.135 Vendors are also required to 

submit a certificate stating that “No known security issues, Malware, Trojans exist in the 

software components being provided”.136  

This reliance on the private sector to fill gaps in cybersecurity skills available in-house, 

although desirable to meet immediate needs, should gradually be phased out by greater 

investments in the technical skills and capabilities of human resources within the 

defence establishment.  

The engagement of consultants and reliance on available technical expertise of vendors 

enables the Government to access the broader pool of technical specialists working in 
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the private sector. However, it is also foreseeable that the public and private sector may 

be in direct competition with each other to attract the best and the brightest minds in 

cybersecurity technologies.  

Although MeitY and NSDC have both acknowledged the need to train and re-skill 

existing IT security professionals to meet emerging cybersecurity challenges, 

projections of manpower requirements in the industry indicate that the vast majority of 

IT professionals, including cybersecurity experts would continue to be engaged in the 

private sector. In 2007, the human resources directly employed in the electronics and IT 

hardware industry was estimated to be approximately 770,000.137  

The overall employment in the industry is expected to increase from the current level of 

0.9 million to over 4 million by 2022.138  

These figures stand in stark contrast to the limited strength of the Military Engineering 

Services (MES) and Engineering Corps serving to internally meet the technical 

requirements of the nation‟s armed forces. Although India boasts of the world‟s largest 

number of active service personnel in the armed forces at 1.4 million, plans of 

„rightsizing‟ the army for an enhanced teeth-to-tail ratio is in the offing.139 In May 2020, 

the Defence Minister approved the scrapping of 10,000 posts in the Military Engineering 

Services (MES).140  

 

 

                                                 
137

 National Skill Development Corporation, „Human Resource and Skill Requirements in the Electronics 

and IT Hardware Sector (2022) - A Report‟,  at p. 21, 

https://meity.gov.in/sites/upload_files/dit/files/Electronics_IT_Hardware_NSDC_Report_1732011.pdf  
138

 Ibid at p. 42.  
139

 Parliament of India (Lok Sabha), Unstarred Question No. 2772 by Shri Deviji M Patel and Shri 

Sudhakar Tukaram Shrangare, dated 10 July 2019, 

http://164.100.24.220/loksabhaquestions/annex/171/AU2772.pdf. 
140

 Elizabeth Roche, „Rajnath Singh Clears Scrapping 10,000 Military Engineering Services Posts‟ 

Livemint (7 May 2020) <https://www.livemint.com/news/india/rajnath-singh-clears-scrapping-10-000-

military-engineering-services-posts-11588847041915.html> accessed 9 August 2020. 

https://meity.gov.in/sites/upload_files/dit/files/Electronics_IT_Hardware_NSDC_Report_1732011.pdf
http://164.100.24.220/loksabhaquestions/annex/171/AU2772.pdf


 54 

Table 4: Incremental Human Resource Requirement in the Electronics and IT 

Hardware Industry (in ‘000s)141 

 
C. IMPLICATIONS OF ICT SYSTEMS AND HIGH TECHNOLOGY FOR THE DEFENCE 

BUDGETING PROCESS 

Neither the DAP, nor its predecessor DPP nor the Defence Procurement Manual 2009 

(„DPM‟) contain a clear statement on the scope of their applicability and respective 

domains. Instead, capital procurements are defined as those that are carried out under 

the DPP/DAP and revenue procurements are defined as those that are carried out 

under the DPM.  

In accounting terms, broadly speaking, expenditure which does not result in the creation 

of assets for the Government of India, is treated as revenue expenditure,142 whereas 

expenditure on acquisition of assets like land, buildings, machinery, equipment, as also 

investments in shares, etc. are accounted for under the capital expenditure head.143 

Thus, by their very nature as „assets‟, one would expect that goods acquired under the 

head of capital expenditure would need replacement less often than those acquired 

under the revenue expenditure head. The corresponding expenditures are reported 
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under capital and revenue heads, unless otherwise specified.144 The difference between 

capital expenditure and revenue expenditure can be gleaned from budget documents, 

as well as the CAG‟s audit and compliance reports, which contain non-exhaustive lists 

of items which may be classified under each of these terms. Revenue expenditure 

includes expenditure on pay and allowances, transportation, revenue stores (like 

ordnance stores, supplies by ordnance factories, rations, petrol, oil and lubricants, 

spares, etc.), revenue works (which include maintenance of buildings, water and 

electricity charges, rents, rates and taxes, etc.) and other miscellaneous expenditure.145 

In contrast, capital expenditure includes expenditure on land, acquisition of new 

weapons and ammunitions, modernization of services, construction works, plant and 

machinery, equipment, tanks, naval vessels, aircraft and aero-engines, dockyards, 

etc.146 

The Defence Account Code first formulated in 1952 and most recently revised in 2014 

postulates that: 

“Significant expenditure incurred with the object of acquiring tangible 

assets of a permanent nature (for use in the organisation and not for 

sale in the ordinary course of business) or enhancing the utility of 

existing assets, shall broadly be defined as Capital expenditure. 

Subsequent charges on maintenance, repair, upkeep and working 

expenses, which are required to maintain the assets in a running order 

as also all other expenses incurred for the day to day running of the 

organisation, including establishment and administrative expenses, 

shall be classified as Revenue expenditure. It is inherent in the 

definition of Capital Expenditure that the assets produced should 

belong to the authority incurring the expenditure. Expenditure on a 
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temporary asset cannot ordinarily be considered as expenditure of a 

capital nature.”147 (emphasis added) 

While the DAP deals with capital procurements, the DPM is a “detailed compendium of 

procedures covering revenue procurements as well as the provision of all other goods, 

services and support activities intended to maintain the operational effectiveness of 

armed forces”148. In Chapter 2, it enshrines the fundamental principles of public buying 

that must be implemented by every authority delegated with the financial powers of 

procuring goods, akin to Rule 144 of the GFRs – that they have the responsibility and 

accountability to bring efficiency, economy, transparency in matters relating to public 

procurement and for fair and equitable treatment of suppliers and promotion of 

competition in public procurement.149 

It is interesting to note that the DPM also lays down procedures and requirements for 

purchase of IT and communication systems and other high value plant, machinery 

equipment and turnkey projects, etc. which are of a complex and technical nature.150  

Therefore, it is apparent that there is clear overlap in the scope of applicability of the 

DAP and the DPM with regard to the procurement of ICT/systems and cybersecurity 

products, which appear to defy classification as revenue or capital procurements as a 

broad category. Therefore, it remains unclear whether ICT systems are being treated in 

defence acquisitions as capital expenditure or revenue expenditure. It is important to 

draw this distinction clearly from an administrative perspective as well; revenue 

procurements now all within the purview of the newly-created Department of Military 

Affairs (DMA) headed by the Chief of Defence Staff (CDS).151 In addition, operational 

aspects of capital acquisitions such as maintenance and upkeep, upgrades/updates and 

life cycle costs, etc. are also included for assessing costs of equipment in the DAP, to 

be drawn from the Capital Budget. 
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Replenishment or repairs or refits of recurring nature of „In Service‟ equipment/systems, 

which entail high cost and longer service life, will be procured following a simplified 

procedure as laid down in Chapter X of this DAP.152 However, the entirety of Chapter X 

has been omitted from the DAP document uploaded on the website. This is a cause for 

grave concern, as the issues that arise in the classification of defence expenditure into 

revenue expenditure and capital expenditure are in fact exacerbated in the context of 

ICT and cyber systems. 

Further, procurement of ICT systems is not the only domain where the capital-revenue 

distinction assumes great importance. The very definition of capital expenditure as 

understood under the Defence Account Code stands only to be contradicted by 

provisions contained in the Leasing Model laid down in Chapter IX of the DAP 2020, if 

terms of the lease agreement do not envisage a transfer of ownership to the lessee at 

the end of the lease period. This provision is only envisaged in the case of Conveyance 

Leases.153 It is also relevant to mention that the list of items that can be acquired for 

utilisation by leasing, contained Appendix A to Chapter IX includes not only IT 

communication equipment and services, but also imaging and surveillance equipment 

and services, sensors, radars and autonomous systems. 

Additionally, the creation of the Capital Budget Revenue Procurement („CBRP‟) model 

of accounting further complicates any attempts to analyse the ratio of capital 

expenditure versus revenue expenditure in the defence ecosystem.  

The MoD vide letter GOI MoD (Fin) PC -11(I)/Bud.1/2007 dated September 25, 2007, 

identified items of expenditure, which until then were booked to the revenue budget, to 

henceforth be met by using the capital budget.154 The list prescribed in 2007 was 

modified more than once subsequently – most recently, in 2011. GOI MoD (Fin) letter 

no 2(2) B1. /2008 dated January 13, 2011 lists certain items, the procurement of which 

is charged to the State exchequer as capital expenditure is incurred, but the procedure 

followed is that for revenue procurements.155 Some of these items include surveillance 

                                                 
152

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 6, Para 21. 
153

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 648, Para 7(b). 
154

 See Classification of Defence Expenditure, September 25, 2007, Controller General of Defence 

Accounts. 
155

 See Classification of Defence Expenditure, February 3, 2011, Controller General of Defence Accounts. 



 58 

equipment, security equipment and equipment for electronic warfare, which may be 

relevant to building infrastructure for cyber security and cyber warfare. 

The recent banning of import of electronic warfare equipment under the DAP (discussed 

above) seems to indicate that the procedure to be followed for these acquisitions now is 

that of Capital Acquisition, but there is nothing in the draft DAP to suggest that it has 

been issued in supersession of the January 2011 circular.  

It is imperative that the MoD clarify this classification and accounting methodology. 

Researchers at the Manohar Parrikar Institute of Defence Studies and Analysis (IDSA) 

have argued that this model is not in accordance with basic principles of accounting and 

has led to the creation of a compromised dataset of defence expenditure,156 which does 

not give us an accurate picture of defence expenditure. The sum reported as revenue 

expenditure, it is argued could not reflect the actual expenditure as items earlier booked 

to revenue budget (like expenditure on airframes and engines, for instance) were 

booked to capital budget, post-CBRP. 

Such a model of defence accounting will also obfuscate attempts to calculate the rate of 

„defence inflation‟ and hinder effective planning and projections for the future.  

DEFENCE INFLATION 

In his piece “National Aspirations and Military Spending”, Vice Admiral Anil Chopra 

makes an impassioned case for further increase in defence expenditure allocations in 

the Union Budget. He argues that if India truly aspires to become a prosperous and 

influential power, at least within its strategic neighbourhood it can and should be able to 

afford appropriating between 3 to 3.5% of its GDP for its conventional military forces.157 

He emphasizes that there is a “clear and present danger” which holds the potential to 

defeat all other national aspirations,158 and laments that India‟s military spending, as a 
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percentage of both its GDP and of annual government outlays, has been steadily falling 

in recent years, from a high of 2.35% in 2009-10 to 1.58% in 2018-19.159  

His plea is also supported by research at the IDSA, which clearly indicates that despite 

a steady increase in absolute numbers allocated for defence expenditure, the share of 

defence revenue expenditure assessed as a percentage of our GDP has steadily 

declined in recent years, settling at just below 1% in the current financial year (see 

Table 5). 

We realise that this expenditure pattern and mode of accounting is not a sustainable 

model if we account for „defence inflation‟ that is inevitable in military procurement, and 

is exponentially magnified in the case of newer ICTs/cyber systems that are rendered 

obsolete far more frequently than more conventional defence capital equipment, which 

was considered to have a shelf life of at least a decade, if not more.  

Defence equipment defies an almost universal rule that any item of every-day 

technology becomes cheaper and more plentiful with passage of time160. The 

development of cyber security technologies has outpaced even conventional military 

technologies, and presents a unique, unprecedented challenge for our security 

establishment. As we discussed previously, operational preparedness and the 

attainment of technological superiority in cyber space will not be dependent solely on 

the procurement of material, means and methods. Their effective operationalization 

necessarily also requires the induction of technical personnel who are highly skilled at 

identifying and where necessary, exploiting vulnerabilities in network connected 

systems. 
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Table 5: GDP and Defence Revenue Expenditure161 

 
Admiral Chopra emphasizes “defence inflation” by explaining how investments in capital 

necessarily involve a corresponding increase in revenue expenditure for the 

maintenance, upkeep, etc. of the acquired assets. As a rule of thumb, life-cycle costs of 

military hardware at 2 to 4 times the acquisition cost life cycles can range from as low 

as seven years to over four decades.162 Any amount spent in capital expenditure 

inevitably increases the revenue expenditure by many orders of magnitude. When 

obsolescent, ageing over exploited equipment which is sustained beyond the design 

life, the financial burden for maintenance and repair goes up even more. This also 

affects standardization and inventory costs. The expenditure only increases after 

acquisition and induction.163  

For more than a century defence equipment costs have increased at a year on year rate 

of 7 to 8% on account of advancing technology alone; inflation and foreign exchange 

rates (for large importers) ensure that the increase is much higher in practice.164  

Successive generations of any specific weather or platform, typically 20 years apart, will 

                                                 
161

 Vinay Kaushal, „Should the Legacy of the Capital Budget revenue Procedure be perpetuated in the 

draft DPP 2020?‟, Manohar Parrikar Institute of Defence Studies and Analysis, April 10, 2020, 

https://idsa.in/issuebrief/capital-budget-revenue-procedure-vinayk-100420#footnote8_yi41n6h. 
162

 C D Sahay (ed), India‟s Foreign Policy and National Security Strategy (Vivekananda International 

Foundation 2019) 132. 
163

 Ibid at 126-27. 
164

 Ibid. 

https://idsa.in/issuebrief/capital-budget-revenue-procedure-vinayk-100420#footnote8_yi41n6h


 61 

usually witness a price rise of over 400% defence inflation which is inherently 

considerably higher than general inflation.165  

Thus, the argument that despite a fall in the defence budget as a percentage of GDP, 

there has been a constant rise in military spending in rupee terms due to the shop 

increase in GDP growth itself falls flat on its face when viewed in the backdrop of 

galloping costs of modern military hardware. 

When we break down the budget allocations to the Defense Ministry since 2004, it 

becomes apparent that the problem lies not in deficient aggregate allocations, but the 

internal split of this budget. Indeed, the reality of defence inflation, and the pressure of 

increasing capital expenditure on a more rapidly increasing share of revenue 

expenditure is visible. (see Graphs 1 and 2) 

Graph 1: Trends in the Union Defence Budget FY 2004-05 to FY 2015-16166 
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Graph 2: Trends in the Union Defence Budget FY 2015-16 to FY 2019-20167 
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PART IV: THE BROADER LEGAL FRAMEWORK FOR ICT ACQUISITIONS FOR 

NATIONAL SECURITY 

In the absence of a comprehensive public procurement law, the public procurement 

system in India has become more complex as they are governed by executive-issued 

rules which allow government entities to conduct procurement activities 

independently.168 Many entities such as Defence, Railway, Telecom, Public Works 

Department (PWD) and Directorate General of Supplies and Disposal (DGS&D) 

separately issue procurement manuals to administer public procurement activities.169  

Researchers at the National Institute of Public Finance and Policy („NIPFP‟) classify the 

law applicable to public procurement into four broad categories - Constitutional 

provisions, legislative provisions, administrative guidelines and overseers (see Figure 

1).170  
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India lacks a unified Central law on public procurements. Not included in the list of 

legislations mentioned in Figure 1 is the Public Procurement Bill, 2012 – which was 

presented before Parliament in May 2012, but remains stagnated at the stage of review 

by the Parliamentary Standing Committee.171 The Bill is aimed at increasing the 

efficiency and transparency of the public procurements system. However, it is relevant 

to note that the draft version of the Bill, creates an explicit exception for defence 

procurement – any procurement undertaken for the purposes of national security, or on 

strategic considerations is not subject to the provisions of the proposed legislation.172 

The Central Government would be permitted under this provision, to specify by means 

of a general or specific order,173 the procurements or kinds of procurements that fall 

within this broadly worded category. It is also relevant that “procurement undertaken for 

the purposes of national security” is a broader term than “defence procurements”.  

In the absence of a centralised legislation on procurements / acquisitions, the legal 

framework for procurements is comprised almost exclusively of executive-issued 

regulations. Consequently, public procurements in general, are governed by the 

overarching principles and rules enshrined in the General Financial Rules 2017, first 

issued after independence in 1947, and later revised in 1963 and 2005.174  

The Defence Acquisition Procedure as well as the Defence Procurement Manual are 

internal guidelines issued by the Ministry of Defence as policy directives to be followed 

as matter of the Executive‟s internal administration and so far, do not enjoy legislative 

backing through an Act of Parliament. This is a defect that ought to be remedied. 

Avenues for legal checks and balances to prevent and remedy the exercise of 

untrammelled discretion or abuse of powers are extremely limited in procurement 

processes, and even more so, in defence acquisitions. The Comptroller and Auditor 

General of India (CAG) and the Central Vigilance Commission (CVC) address probity 

issues, and also issue guidelines relevant to public procurement contracts and 

                                                 
171

 PRS Legislative Research, „The Public Procurement Bill, 2012‟, https://www.prsindia.org/billtrack/the-

public-procurement-bill-2012-2310/ 
172

 The Public Procurement Bill, 2012 (India), § 4 (1)(c), 

http://www.prsindia.org/uploads/media/Public%20Procurement/Public%20Procurement%20Bill,%202012.

pdf . 
173

 Ibid. 
174

 General Financial Rules, 2005, http://finmin.nic.in/the_ministry/dept_expenditure/GFRS/gfr2005.pdf. 

https://www.prsindia.org/billtrack/the-public-procurement-bill-2012-2310/
https://www.prsindia.org/billtrack/the-public-procurement-bill-2012-2310/
http://www.prsindia.org/uploads/media/Public%20Procurement/Public%20Procurement%20Bill,%202012.pdf
http://www.prsindia.org/uploads/media/Public%20Procurement/Public%20Procurement%20Bill,%202012.pdf
http://finmin.nic.in/the_ministry/dept_expenditure/GFRS/gfr2005.pdf


 65 

systems.175 Also, the Competition Commission of India (CCI) plays an important role in 

encouraging competitiveness in the procurement process, acting to prevent, identify and 

correct anti-competitive practices such as collusion, bid rigging, cartelization among 

bidders, etc.176 Recently, the CCI also signed an MoU with GeM to check anti-

competitive practices in public procurement.177  

Accordingly, the scheme of checks and balances between three wings of the 

Government enshrined in the Constitution of India as the supreme law of the land 

assumes paramount importance in this context. Adherence to and respect for these 

frameworks ought to be heeded while formulating laws, regulations or guidelines aimed 

at effective preparation for the defence of India. 

A. JUDICIAL OVERSIGHT  

The Supreme Court of India in controversial order dated December 14, 2018 in ML 

Sharma v. Narendra Damodardas Modi, noted the uniqueness of defence procurement 

contracts.  The Court held that: 

“We also cannot lose sight of the tender in question the tender is not 

for construction of roads bridges et cetera it is a defence tender for the 

procurement of aircrafts.  The parameters of scrutiny would give far 

more leeway to the government keeping in mind the nature of the 

procurement itself.”178  
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Outside the realm of defence procurements, the judicial standard is derived from the 

leading case on this point is Ramana Dayaram Shetty v.  International Airport 

Authority.179  The following main principles emerge from the Ramana case: 

1. The government does not have an open and unrestricted choice in the matter of 

awarding contracts to whomsoever it likes.  

2. The government is to exercise its discretion in conformity with some reasonable 

non-discriminatory standards or principles.  

3. The government is bound by the standards laid down by it.  

4. The government can depart from the standards only when it is not arbitrary to do 

so and the departure is based on some valid principle which in itself is not 

“Irrational unreasonable or discriminatory. 

After highlighting major precedents180 that set out the scope of these parameters of 

judicial review of administrative decisions with regard to award of tenders and contracts 

the Court ML Sharma v. Narendra Damodardas Modi took the view that: 

“the extent of permissible judicial review in matters of contracts 

procurement, etc. would vary with the subject matter of the contract 

and there cannot be any uniform standard or depth of judicial review 

which could be understood as an across-the-board principle apply in 

all cases of award of work or procurement of goods/material.  The 

scrutiny of the challenges before us therefore will have to be made 

keeping in mind the concept of national security, the subject of the 

procurement been crucial to the nation‟s sovereignty”. 

Given the lowered level of judicial scrutiny that defence procurements may be subjected 

to, the doctrine of checks and balances/the doctrine of separation of powers demands 

that appropriate mechanisms be set up to ensure appropriate oversight to monitor and 

set legal standards for the government.  
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Constitutionalism demands that an organ of government should not be granted or be 

allowed to exercise unfettered discretion. This is an essential element of the rule of law 

and can only be ensured by way of Parliamentary enactment. However, as discussed 

above, no generalized law on Government procurement has been enacted.  

B. LEGISLATIVE OVERSIGHT  

Indubitably, ensuring the security of the nation is the raison d‟être of defence 

procurement contracts. For all other procurement contracts entered into by the 

Government, Article 298 and Article 299 are the applicable Constitutional provisions that 

outline the executive power of the Union to carry on trade and enter into contracts in the 

name of the President. Even in this category of general contracts for procurement or 

otherwise which the Government may enter into, the proviso to Article 298 subordinates 

this power of the executive to the legislative power of Parliament (or State legislatures 

where appropriate) to make laws on the subject. 

Article 53(2) of the Constitution declares that the supreme command of the armed 

forces of the Union shall be vested in the President and the exercise thereof shall be 

regulated by law. (emphasis added) Article 53(3)(b) also states that nothing in this 

Article shall “prevent Parliament from conferring by law functions on authorities other 

than the President”. As a general rule under Article 74(1), the President relies on the 

advice of the Council of Ministers headed by the Prime Minister; they exercise this 

power of the armed forces by extension. 

Article 246(1) of the Constitution vests legislative powers in the Parliament, including 

the power to regulate the exercise of the President‟s powers as supreme commander of 

the defence forces. The provision refers to Schedule VII of the Constitution, which 

identifies specific areas upon which Parliament is entitled to legislate.  

 The very first item in the Schedule, i.e. Entry 1 refers to “the Defence of India and 

every part thereof including preparation for defence and all such acts as may be 

conducive in times of war to its prosecution and after its termination to effective 

demobilization.” (emphasis added).  
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 Entry 7 specifically refers to “Industries declared by Parliament by law to be 

necessary for the purpose of defence or for the prosecution of war. The 

Parliament has not yet exercised its legislative powers to make such law. 

The language of Article 246 indicates that Parliament is competent to legislate on these 

issues. However, the use of the word „shall‟ in the language Article 53 suggests that 

Parliament is duty-bound to enact such a law. Unfortunately, no specific legislation has 

been forthcoming from Parliament to regulate the exercise of the executive power to 

procure equipment for the armed forces in preparation for defence of the nation. A 

failure to do so is a clear abdication of its constitutional duties to exercise effective 

oversight over Executive action in the domain of procurements in the interest of national 

security. 

If the purpose of the defence procurement policy is indeed to ensure and enhance the 

operational preparedness of the armed forces, the Constitution requires that the power 

to enter into such contracts be backed by Parliamentary sanction. This can also be 

inferred from the language of Article 73(1) of the Constitution, which states that “The 

Executive power of the Union shall extend – (a) to matters with respect to which 

Parliament has the power to make laws” This makes it clear that the exercise of the 

Executive power is made conditional on the legislative competence of the Parliament, 

and not vice versa. 

Irrespective of whether the sanctioning of procurement contracts is treated as an 

exercise of the national security powers of the Executive, or a purely commercial 

decision, the Constitution makes it clear that in both cases that Executive power is 

subject to law laid down by Parliament.  

This interpretation is also confirmed by the language of Article 283. Classified under 

„Miscellaneous Financial Provisions‟, it requires that the authority to retain custody, 

authority for payments and withdrawal of moneys from the Consolidated Fund, 

Contingency Fund and the public account of India “…shall be regulated by law made by 

Parliament, and, until provision in that behalf is made, shall be regulated by rules made 

by the President”.  

Thus, in the absence of a Parliamentary enactment, orders, rules and notifications 

issued by the Executive branch regarding expenses incurred in the procurement of 
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goods and services become the applicable law. However, it is relevant to mention that 

given the many deviations from prescribed procedure that are permitted within the text 

of the DAP itself, it is unclear whether the document carries the force of „law‟ at all and 

consequently, whether or not it is binding upon relevant stakeholders., and if so, to what 

extent.  

In addition, deviations from earlier policy documents such as the Defence Account Code 

inject the acquisitions framework with many loopholes that have immense potential to 

be exploited in a manner that works against the interests of India‟s national security. 
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PART V: CONCLUSION AND RECOMMENDATIONS 

In 2013, the prevailing view considered the international arms market as one 

characterized by „weak competition‟ between limited number of manufacturers, 

especially in Europe, where bi-national or tri-national conglomerates virtually own their 

home market.181 It is apparent that the draft DAP 2020 is cognizant of the evolving 

nature of this market as a fiercely competitive and globalized, with an expanding role of 

the private sector, combined with an uncertain security environment in our 

neighbourhood that is sensitive to broader geopolitical developments.The complexity of 

global supply chains is a significant challenge in the context of defence procurement; 

this complexity is magnified exponentially when we talk about ICT and cyber systems.  

The domestic defence market functions as a monopsony- there is only one buyer – the 

Government.182 Taking a broader perspective, the international arms market is 

characterised as a bilateral oligopsony – where the number of buyers is small but the 

number of sellers in theory is large. However, this is not necessarily the case with the 

international ICT/cyber systems market, especially in emerging technologies–which is 

far more likely to function as an oligopoly - with high barriers to entry of new players 

institutionalised by a few powerful sellers and many buyers vying for the latest 

technologies.  

In each of these cases, the market is characterised by a certain information asymmetry 

between the Government as Buyer and the available vendors, who are naturally bound 

to know more about the product or service being offered for acquisition. However, the 

precise impact of information asymmetries is unique in each case, depending on the 

product or service in question and requires tailor-made approaches to ensuring 

information security in and out of each acquisition case. 

This information asymmetry pertains not only to the availability and quality of emergent 

technologies relevant for the defence sector, but also inherent cybersecurity risks 

associated with these technologies and needs to be mitigated. These risks in the 

                                                 
181

 Government of India, Ministry of Defence, “Report of the Committee of Experts for Amendments to 

DPP 2013 Including Formulation of Policy Framework: Facilitating „Make in India‟ in Defence Sector 

through Defence Procurement Procedure” at p. 34, July 2015, 

https://mod.gov.in/sites/default/files/Reportddp.pdf 
182

 „Amended Draft Defence Acquisition Procedure 2020‟ (n 1), p. 604, Para 3. 

https://mod.gov.in/sites/default/files/Reportddp.pdf
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procurement process have the potential to threaten supply chain security at large if 

adequate information, especially regarding technical specifications and associated risks 

is not obtained and thus, merit particular attention in the formulation of the acquisition 

process. 

Accordingly, with a view to mitigating the prevalent information asymmetry in the 

process of acquisitions of defence technologies, in the foregoing Chapters, we have 

made the following recommendations: 

1. The entirety of Chapter X on „Simplified Capital Expenditure Procedure‟ is 

missing from the document uploaded to the MoD website. This should be 

rectified and a correct, complete, comprehensive version of the DAP should be 

made available publicly. 

2. The DAP uses the terms „cyber security‟ and „information security‟ threats 

interchangeably. As such it is important to understand and carefully distinguish 

the two terms for the purpose of better ensuring security and managing the 

acquisition of means to that end. 

3. Measures prescribed under the ICT Security Guidelines are welcome and indeed 

necessary insofar as acquisition of ICT systems and systems products are 

concerned. However, it may be relevant to note that this level of scrutiny with 

regard to the cybersecurity of supply chains can and should be made applicable 

even for acquisition of products / goods / services that are not ICT systems or 

systems products, as understood in the DAP.  

4. Government as the buyer of such material should be explicitly vested with the 

right to demand certain information regarding the cyber maturity and health of the 

Vendor Company at an appropriate stage prior to the signing of the acquisition 

contract. This includes: 

a. A full disclosure of the history and cyber forensic analysis of cyber-attacks, 

breaches and incidents suffered by the vendor company (and related 

corporate entities), along with  
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b. A good faith disclosure of incidents where the cyber infrastructure, assets 

or ICT equipment of the vendor company may have been used, with or 

without proper authorization, in the conduct of a cyber breach or other 

incident including attacks or exploits or other violations of digital privacy 

and other human rights. 

5. The DAP neither prescribes nor requires any cybersecurity maturity certification 

from prospective bidders or companies in their supply chain. We recommend re-

assessing this policy and making cybersecurity maturity an eligibility criterion to 

bid for MoD contracts, irrespective of whether the good / service / product is ICT 

related. 

6. We recommend that non-military e-government procurement portals like GeM 

should also be designated as CII and ought to fall under the NCIIPC‟s ambit. 

7. The terminologies used with regard to the „cyber domain‟ in Chapter VIII need to 

be clearly drawn out in order to bring more clarity to the procurement process, as 

well the scope and ambit of the DAP document. 

8. It is therefore important to analyse and distinguish both „cyber weapons‟ and 

„cyber physical weapons‟ as different from cyber systems for command and 

control or C4I2SR, „cybersecurity products and services‟, which are essential to 

protect the confidentiality and integrity of sensitive government data across 

various ministries from external threats.  

9. The MoD should clarify the scope and ambit of the DAP and the DPM and the 

extent to which they apply to various categories of IT, ICT and cyber systems. 

10. The defence budget dataset should be assessed to evaluate the ratio of revenue 

expenditures to capital expenditure alongside an assessment of the contribution 

of capital expenditures incurred over the years to capital assets owned by the 

armed forces and that portion of capital expenditure that is diverted towards 

maintenance, upkeep and life cycle costs of equipment. 

11. The Defence Acquisition Procedure as well as the Defence Procurement Manual 

are internal guidelines issued by the Ministry of Defence as policy directives to be 
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followed as matter of the Executive‟s internal administration and so far, do not 

enjoy legislative backing through an Act of Parliament. This defect ought to be 

remedied on a priority basis, drawing on the Constitutional authority vested in 

Parliament pursuant to Article 246 read with Schedule VII, List I Entry 1 to enact 

laws „for the preparation of defence of India‟. 

 


